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M
3A

A
W

G
 is a Trusted Environm

entThis slide w
ill be presented by A

m
y, 

Executive D
irector

W
hat happens in M

3A
A

W
G

 stays in M
3A

A
W

G
 

•
W

hat occurs here cannot be shared outside
the m

em
bership w

ithout the w
ritten perm

ission 
of the E

xecutive D
irector, unless w

e state the specific session is open to the press and social 
m

edia.

•
S

ee the M
3A

A
W

G
 M

eeting P
olicy at w

w
w

.m
3aaw

g.org/M
eetingP

olicy

Treat Everyone w
ith R

espect
•

T
reat all attendees respectfully in and out of sessions. N

o less w
ill be tolerated. 

•
S

ee the M
3A

A
W

G
 C

onduct P
olicy at https://w

w
w

.m
3aaw

g.org/conduct-policy

Y
ou agreed to these policies w

hen you registered for the m
eeting.

F
or questions, please contact A

m
y C

adagin atam
y@

m
3aaw

g.org
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R
em

inders for O
ur W

orldw
ide Friends

A
ll m

eeting content is confidential: N
o photos, no video, no recording. 

R
each out to room

 m
onitor staff w

ith questions.

Todo el contenido de la reunión es confidencial: N
o está perm

itido sacar fotografías ni grabar vídeo o audio. 
C

onsulte con el personal si tiene alguna pregunta. 

D
er gesam

te Inhalt des M
eetings ist vertraulich: K

eine Fotos, kein V
ideo, keine Tonaufzeichnung. B

ei Fragen 
w

enden S
ie sich an die M

itarbeiter.

L’ensem
ble du contenu de la réunion est confidentiel: les photos, vidéos et enregistrem

ents sont interdits. 
P

our toute question, dem
andez conseil au personnel. 

会
議
の
内
容
は
す
べ
て
機
密
扱
い
で
す
。
写
真
や
ビ
デ
オ
の
撮
影
、
録
音
は
禁
止
さ
れ
て
い
ま
す
。
質
問
が
あ
る
方
は
、
ス
タ

ッ
フ
ま
で
ご
連
絡
く
だ
さ
い
。

所
有
会
议
内
容
均
为
保
密
信
息
：
禁
止
拍
照
、
录
像
、
录
音
。
如
有
疑
问
，
请
咨
询
职
员
。

회
의
에
서
다
루
는
모
든
내
용
은
기
밀
입
니
다

. 사
진
및
동
영
상
촬
영
과
녹
음
은
금
지
됩
니
다

. 질
문
이
있
으
시
면
직
원
에
게

문
의
해
주
십
시
오

. 

В
се содерж

им
ое собрания является конф

иденциальны
м

: нет ф
отограф

ий, нет видео, нет 
записи.С

м
отрите сотрудников с вопросам

и.

This slide w
ill be presented by A

m
y, 

Executive D
irector
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Algorithm
-enabled

M
anipulation on 

O
nline Platform

s

Shreyas Sekar, Professor of O
perations & Analytics

Proactive Strategies for Tackling

s
h
r
e
y
a
s
.
s
e
k
a
r
@
r
o
t
m
a
n
.
u
t
o
r
o
n
t
o
.
c
a

w
w

w
.sekarshre.github.io
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Too M
uch Fraud, Too Little Tim

e

This Talk

1. Fake R
eview

s
2. Algorithm

ic C
ollusion

3. D
isinterm

ediation
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W
hat percentage of review

s on Am
azon are Fraudulent?

Pop Q
uiz
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●
D

epends on w
hom

 you ask:

1. According to Am
azon, few

er than 1%
of review

s are fake
2. Independent m

onitors like Fakespot/R
eview

M
eta

estim
ate 20-40%

The A
nsw

er is B
low

ing in the W
ind

W
hat percentage of review

s on Am
azon are Fraudulent?

•
R

eview
s influence custom

er decisions 

•
G

row
ing evidence that fake review

s hurt 
consum

er w
elfare
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●
2022 Study*:10000 participants w

ere asked to 
select betw

een five products

●
Poor product inflated w

ith fake ratings & review
s

Fake R
eview

s H
arm

 C
onsum

ers 

●
Inflated ratings and fake review

s 
m

ake consum
ers 55%

 m
ore 

likely to buy bad products

●
Fake review

s reduce consum
er 

w
elfare by at least 12%

●
“Sophisticated shoppers” just as 
likely to fall victim

 to review
 fraud

* “The Im
pact of Fake R

eview
s on D

em
and and W

elfare” –
Akessonet al. (2022)



C
onfidential to M

3AAW
G

 M
em

bers

FTC
’s C

rusade A
gainst Fake R

eview
s
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U
nderstanding the Fake R

eview
 Ecosystem

1.
H

ow
 are fake review

s solicited? 

2. W
hat drives sellers to hire fake review

ers?

3. W
hat are platform

s doing to com
bat the problem

?
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M
arketplace* for Fake R

eview
s

1.
H

ow
 are fake review

s solicited? 

* “The M
arket for Fake R

eview
s” –

S. H
eet al. (2022)

Thousands of Facebook groups w
here sellers 

“incentivize” others to purchase their product and 
leave a verified 5-star review

.

•
Fraudsters are extrem

ely 
sophisticated

•
Fake review

s em
ployed by a 

w
ide range of products and not 

just new
com

ers

•
Sellers using fake review

s as 
prom

otions
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The B
enefits of Fake R

eview
s

2. W
hat drives sellers to hire fake review

ers?

Posting of fake review
s

•
In the long run, sales 
stabilizes at pre-fraud level

Fake review
s deceive consum

ers 
into purchasing poor quality 
products

Fake review
s trick the search 

algorithm
 into featuring bad products
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A
lgorithm

s Exacerbate Fraudulent D
ata

•
G

oing up 5-10 ranks in the search results can 
double your visibility

Search 
Algorithm

Popular 
Products

R
elevant 

Products
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Too Little, Too Late

3. W
hat are platform

s doing to com
bat the problem

?

“In 2019, Am
azon spent $500 m

illion 
and hired 8000 w

orkers to com
bat abuse 

on its platform”

1.
O

n average, fake review
s 

take 100 days to be deleted

2.
Fake review

ers have gotten 
increasingly sophisticated 
over tim

e! 

A
t least 200 m

illion fake review
s 

have been rem
oved from

 the 
platform
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H
ow

 can w
e be proactive in addressing fake 

review
s?
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A
 Sim

ple Intervention

Im
proving C

onsum
er A

w
areness

•
This reduces the share of consum

ers w
ho purchase poor products by 23%

•
C

ustom
ers becom

e distrustful of review
s on the w

hole
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R
evam

ping R
eview

s

*Assigning “w
ord” m

eanings to num
eric 

review
s reduced num

ber of five star review
s

D
esigning Inform

ative R
eview

 System
s

* “D
esigning Inform

ative R
eview

 System
s: Evidence from

 an O
nline LaborM

arket” –
G

arg and Johari. (2020)
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R
evam

ping R
eview

s

R
ecent advances in N

atural 
Language Processing enable 
review

 sum
m

arization and 
identifying custom

er intent

D
esigning Inform

ative R
eview

 System
s
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Fake-A
w

are R
ecom

m
endations

M
ake Search A

lgorithm
s R

esilient to Fake R
eview

s

•
A new

 m
achine learning 

approach for search and 
recom

m
endations that hedges

betw
een m

ultiple parallel 
algorithm

s

•
N

um
erical experim

ents suggest that the Fake-Aw
are Learning is 10-20%

 
slow

er than conventional M
L but cannot be fooled by fake review

s (i.e., no short-
term

 ranking boosts)
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D
iversify Search R

esults

C
ollaboration w

ith 

Popularity-C
entric 

Search R
esults

D
iversity-C

entric 
Search R

esults
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W
hat com

es after review
s?

O
pen Q

uestions: If custom
ers stop relying on review

s for 
decision-m

aking, how
 does this affect platform

s/sellers?
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Too M
uch Fraud, Too Little Tim

e

This Talk

1. Fake R
eview

s
2. Algorithm

ic C
ollusion

3. D
isinterm

ediation
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A
lgorithm

ic Pricing is Everyw
here
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C
ollusion –

The O
ld Fashioned W

ay
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C
ollusion –

The O
ld Fashioned W

ay

“Tw
o A

rtificial N
eural N

etw
orks and one N

ash equilibrium
 

m
eet in an online (pub) hub. A

fter a few
 m

illiseconds, a 
unique silent friendship is form

ed…
”*

*Ariel Ezrachiand M
aurice Stucke(2017)
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A
lgorithm

ic C
ollusion –

D
eus Ex M

achina
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Learning to C
ollude –

A
n Illustrative Exam

ple

Service #1
Service #2

M
ore D

rivers enter
•

Prices go dow
n

•
M

ore D
em

and

•
D

em
and drops
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Learning to C
ollude –

A
n Illustrative Exam

ple

Service #1
Service #2

Som
e D

rivers enter
•

Price Increase

•
Price increase
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H
ow

 do M
achine Learning A

lgorithm
s C

ollude?

W
hen researchers analyzed m

achine learning algorithm
s in tandem

, they discovered 
som

ething surprising

•
Setup:Tw

o neural netw
orks that 

are deployed w
ith the goal of 

m
axim

izing profit and only have 
access to custom

er dem
and

---They unintentionally collude and
raise prices

---This can happen w
ith <1 year’s

w
orth of data

---Extrem
ely hard to detect if you

only look at the outcom
e

“Artificial Intelligence
, Algorithm

ic Pricing and C
ollusion” –

C
alvano et al. (2020)
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Learning to C
ollude –

H
ow

 B
ad D

oes it G
et?

“Algorithm
ic and H

um
an C

ollusion” –
Tobias W

erner (2022)
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C
an w

e get ahead of algorithm
ic collusion?

M
ore research on spotting collusive 

outcom
es by com

paring against 
counterfactuals

The B
asics: 

R
esearch suggests that as the 

#algorithm
s increases beyond 2, 

level of collusion goes dow
n

A
 N

ew
 H

ope
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Localized Learning
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Search A
lgorithm

s to the R
escue (yet again!)

•
R

edesign search algorithm
s to prioritize (even slightly) low

er priced products

Search 
Algorithm

Popular 
ProductsR

elevant 
Products

Low
er 

Priced 
Products
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Search A
lgorithm

s to the R
escue (yet again!)

•
R

edesign search algorithm
s to prioritize (even slightly) low

er priced products
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uch Fraud, Too Little Tim

e

This Talk

1. Fake R
eview

s
2. Algorithm

ic C
ollusion

3. D
isinterm

ediation
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W
hat is D

isinterm
ediation?

•
W

hen a buyer and service provider decide to 
transact outside of the platform

 to avoid paying 
com

m
ission 

W
hy don’t you 

cancel your ride 
and pay m

e 
separately?

•
Em

pirical research* estim
ates that freelance 

platform
s m

ay be losing up to 25%
 of business 

due to disinterm
ediation

C
EO

 R
ob Infantino at 

H
arvard D

igital Sum
m

it

“W
e w

orry about this problem
 every, single, 

day. [. . . ] H
ow

 do you prevent that from
 

happening? You build value on both sides of 
the m

arketplace. But the point is, 
disinterm

ediation is big; it's a big problem
. 

And w
e are constantly fighting it. W

e are 
w

orking on it . . .  but that is a big, big 
problem

 for us.”
* “D

isinterm
ediation evidence from

 a cleaning platform
” –

Karacaoglu
et al. (2022)
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H
ow

 Platform
s R

espond to D
isinterm

ediation?

•
At least 5.4%

 of “potential” AirBnB
transactions happen offline
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The U
nseen Effects of D

isinterm
ediation

Platform
s have no incentive to 

m
ake their rating system

s m
ore 

accurate/inform
ative.

Keeping buyer-seller trust low
 is in 

the best interest of the platform

Finding 1: N
oisy R

eview
s

Finding 2: R
isky B

uyers/Sellers
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Proactively Tackling D
isinterm

ediation

N
ew

 Pricing M
echanism

s

1.
Platform

s should m
ove from

 
com

m
issions to charging upfront 

(e.g., subscriptions, access fees)

2.
O

ur research suggests that 
charging upfront can cost platform

s 
10-20%

 revenue as not all service 
providers are w

illing to pay
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Proactively Tackling D
isinterm

ediation

R
educe Friction

1.
The introduction of instant booking 
reduced disinterm

ediation on 
AirBnB

by at least 9%

People are w
illing to pay a 

prem
ium

 for convenience!
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This Talk

1. Fake R
eview

s

2. Algorithm
ic C

ollusion

3. D
isinterm

ediation
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FIN
IT –

shreyas.sekar@
rotm

an.utoronto.ca

w
w

w
.sekarshre.github.io

@
G

affetheory


