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Legal Disclaimer

• This presentation should not be considered or construed as legal 
advice on any individual matter or circumstance.

• The contents of this document are intended for general information 
purposes only and may not be quoted or referred to in any other 
presentation, publication or proceeding without the prior written 
consent of the FBI. 
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What Happened?

• Hack and Dump
• Attack of election information infrastructure
• Malign Foreign Influence
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What’s at Stake?
DAD Nikki Floris

Approved for presentation only, not for distribution.

Approved for presentation only, not for distribution.

THE COUNTERINTELLIGENCE THREAT

“The goal of these foreign influence operations directed 
against the United States is to spread disinformation, sow 
discord, and, ultimately, undermine confidence in our 
democratic institutions and values.” 

FBI Director Christopher Wray
Statement before a Congressional subcommittee, April 4, 2019
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What Happened – Foreign Influence

• Starting in 2014, the St. Petersburg based Internet Research Agency (IRA) 
created hundreds of fake accounts to create and amplify divisive content 
during the 2016 elections in order to sway political campaigns.

• The IRA used accounts across social media platforms such as Facebook, 
Twitter, Reddit, and YouTube.  
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Malign foreign influence operations are actions by foreign powers 
to influence U.S. policy, distort political sentiment and public 
discourse, or undermine confidence in democratic processes and 
values to achieve strategic geopolitical objectives. Although 
foreign influence operations involve a wide spectrum of foreign 
activities, it is the subversive, undeclared, criminal, or coercive
nature of those activities that is the basis for the FBI’s investigative 
interest. FBI investigations cannot be based solely on activities 
protected by the First Amendment.

What Is Malign Influence?
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What Happened – Foreign Influence
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What Happened – Foreign Influence
Malign Foreign Influence Campaign Cycle
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Comparison of China and Russia Malign Influence Tradecraft
SIMILARITIES
▪ Whole-of-state approach
▪ Sophisticated and aggressive influence efforts to advance their national priorities 

DIFFERENCES
China and Russia vary in the extent of their aggressiveness and risk tolerance.

▪ Russia is willing to conduct more brazen and disruptive influence operations because it perceives it is already in conflict with the West.
▪ China limits its influence operations due to its strategic goals of developing a modern national economy and building its international 

influence and prestige so as to be respected as an equal, if not a superior rival, to the United States.

China and Russia emphasize different levers of power to conduct influence.
▪ Russia focuses on sowing disruption and confusion to undermine America’s international credibility through the use of information 

operations, cyberattacks, and assistance to criminal and terrorist organizations.
▪ China appears to prefer the use of people-to-people exchanges, with an emphasis on economic levers to influence U.S. elites, politicians, 

and political constituencies to shape Washington’s approach to China.

What Happened – Foreign Influence



UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY

UNCLASSIFIED//FOR OFFICIAL USE ONLY

12

What are we doing about it?
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State, Local, and 
Federal 

Government 

International Partners 

Private Sector 
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(U//FOUO) A Whole-of-Society Response 
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What are we doing about it?
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What can you do to help?

• Report possible violations of voting rights law to the Dept. of Justice:  
https://www.justice.gov/crt/complaint/votintake/index.php

• Use the FBI’s training materials:  
https://www.fbi.gov/investigate/counterintelligence/foreign-
influence/protected-voices

https://www.justice.gov/crt/complaint/votintake/index.php
https://www.fbi.gov/investigate/counterintelligence/foreign-influence/protected-voices


Identifying Illegal/Foreign Influence 
A Carrier Perspective

• Identifying suspect messages

• Validating interference/influence

• Attribution

• Review (if/as appropriate)

• Action



Starting With Customer Complaints …

• Use 24 Pt. or Larger Font for Top Level Bullets

• Do Not Use Fonts Smaller than 20 Pt. for Sub-Bullets 
or Other Text on Your Slides

• Smaller Fonts Are Difficult to Read in Large Meeting Rooms

• Add 6 Pts. or More of Vertical Spacing between Bullets

• From Formatting, Select Paragraph & Set “Spacing”

• This Slide Has 18 Pts. of Vertical Spacing 

• Remember: Do Not Read Your Slides during Your Talk

Delete this slide before 
your presentation.

SMS 
Aggregator 
might be 
Twilio, 
Bandwidth, 
…



So is it disinformation?



Coordination/Collaboration is Key

• Aggregator assistance with attribution

• Threat intelligence feeds

• Sender assessment

• Legality assessment



For additional questions, please email:
mobile-tech-chair@mailman.m3aawg.org

CONTACT US 

mailto:cmobile-tech-chair@mailman.m3aawg.org


Foreign Influence in U.S. Elections 
by Text Message

Kezia “Z” Braithwaite

Twilio - Platform Integrity

kbraithwaite@twilio.com

mailto:kbraithwaite@twilio.com


• Customer Engagement Platform

• Text Messaging

• Voice and Video

• Email



• User Vetting

• Sign-up data collection

• Identification proof

• Entity bound Credit Card

• Platform use case identification



• Event Metadata Logging

• Baseline customer activity

• Monitor for deviation

• Leverage External Data

• Threat intelligence

• Identity data



• Entity Correlation Function

• Risk Scoring



For additional questions, please email:
kbraithwaite@twilio.com

CONTACT US 

mailto:kbraithwaite@twilio.com


Campaign Verify

o Independent, non-partisan, non-profit organization that verifies 
all FEC-registered political campaigns and entities 
(committees, PACs, etc.)

o Robust verification process that uses email and mailing 
addresses filed with FEC

o Initial rollout ahead of U.S. 2020 general election for use within 
long-code and toll-free SMS and MMS



How it Works

o Campaign attempting to use texting provider is referred to Campaign 
Verify to get a token

o Campaign submits all information on Campaign Verify’s website, gets 
verified

o Once verified, campaign generates Authorization Tokens and submits to 
texting service, which sends them to their CPaaS / aggregator and / or 
registers them with carrier Campaign Registry

o Anyone in the network can verify tokens at any time



More Information

o www.campaignverify.org

o Email serviceproviders@campaignverify.org

http://www.campaignverify.org/


Q&A

Inquire how Your Company Logo Can Appear HERE

Dina@m3aawg.org

Place your questions in Q&A Box below

mailto:Dina@m3aawg.org


Thank you! We hope You Enjoyed Today’s Session
Foreign Influence in U.S. Elections by 
Text Message


