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What happens in MSAAWG stays in MSAAWG
 What occurs here cannot be shared outside the membership without the writt

en permission

of the Executive Director, unless we state the specific session is open to the press and social

media.
« See the MSAAWG Meeting Policy at www.m3aawg.org/MeetingPolicy

Treat Everyone with Respect

« Treat all attendees respectfully in and out of sessions. No less will be tolerated.

« See the MSAAWG Conduct Policy at https://www.m3aawag.org/conduct-policy

You agreed to these policies when you registered for the meeting.
For questions, please contact Amy Cadagin at amy@m3aawg.org

Contribute to a Productive Meeting
« Mute your Zoom session; be courteous to those listening to the presentations

This slide is for Moderators’
slide deck template only
— not presenters.

*Presenters remove this
before using this slide



http://www.m3aawg.org/MeetingPolicy
https://www.m3aawg.org/conduct-policy
mailto:amy@m3aawg.org

Reminders for Our Worldwide Friends
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All meeting content is confidential: No photos, no video, no recording. ENGAGEMENT SERIES
Reach out to room monitor staff with questions.

L’ensemble du contenu de la réunion est confidentiel : les photos, vidéos et enregistrements sont interdits.
Pour toute question, demandez conseil au personnel.

Todo el contenido de la reunién es confidencial: No esta permitido sacar fotografias ni grabar video o audio.
Consulte con el personal si tiene alguna pregunta.

Der gesamte Inhalt des Meetings ist vertraulich: Keine Fotos, kein Video, keine Tonaufzeichnung. Bei Fragen
wenden Sie sich an die Mitarbeiter.
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Eric George

Manager, Solution Engineering
PhishLabs

Eric George is the Manager of Solution Engineering for PhishLabs. He has
been at PhishlLabs seven years, where he initially started as a SOC analyst
and advanced to a manager role, where he built considerable security
knowledge. Currently, Eric serves as the Manager of Solution
Engineering, where he supports sales and business development efforts.
In addition to his work at PhishLabs he is also a CISSP and serves as a
technical Mobile Chair for M3AAWG.
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Digital Risk Protection

Evolving Your Cyber Threat Intel Program Into Action



INTRODUCTION TO PHISHLABS

DIGITAL RISK
PROTECTION

2008

PhishLabs
Founded

5

of the
World's Largest
Companies

ml3
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@ Domain Social Media
Monitoring Protection
DataLeakage @ Account Takeover
Detection Prevention
® Brand -' Executive
. Protection @ Protection
10 10
of the of the 13
Most Valuable Largest Financials
Global Brands in North America
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“Due to the large amount of diverse use cases, DRPS would be beneficial to any organization
In any industry around the world that prioritizes business resiliency as a primary approach to
reducing impact to their digital assets.”

Gartner Hype Cycle for Security Operations, 2020
June 2020, Pete Shoard

Hype Cycle for Security Operations, 2020

Gartner Industry Report
| = — | Emerging Technologies:
S Critical Insights in
Digital Risk Protection
Services

l“.l PHISHLABS

Gartner Hype Cycle for Security Gartner Emerging Technologies Report: Critical

Forrester New Wave: Digital
Operations, 2020 Insights into Digital Risk Protection Services

Risk Protection, Q3 2018
June 2020, Pete Shoard July 2020, Ruggero Contu and Elizabeth Kim
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DRP Is an operational process that combines
Intelligence, detection, and response to mitigate attacks
across the external digital risk landscape.
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Social Media_ ...
Surface Web
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App Stores Dark Web
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Threat Digital Risk
eident Response Intelligence Protection Dormain Monitoring
: : . . Account Takeover Prevention
Security Ratmg/ScoreC?rd Risk Prevention Detect and Respond Brand Protection
R and Planning to Digital Threats Social Media Protection

Priortization Data Leak Detection

Attack Surface Reduction , ,
Focus: Focus: Executive Protection

Security Impact Business Resilience

OPERATIONAL
IMMEDIATE IMPACT

STRATEGIC
INFORMS PROGRAMS

Track threats Stop the bleeding
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DIGITAL RISK PROTECTION

Account
Takeover
Prevention

Brand Social Media Data . Executive
Protection Protection Leak Detection Protection

Domain
Monitoring




DOMAIN MONITORING

Threat examples:

Business Email Compromise (BEC)
Credential theft phishing sites
Domain Redirects

Claims of false association

Traffic diversion

Payment Declined

d love 10 have you by g
chck on RESTART MEMBERSHIP 10 vpdate your

y ol the best

RESTART MEMBERSHIP

ENGAGEMENT SERIES

e HOuc S Quick request - Inbox

Quick request

0 o Trey Price, CEO <ceo@. >
To:

[External]
Hi, Tricia

Hope you're free for now?
| need your personal cell number, i have a personal request for you now.

Trey Price
CEO

Business Email Compromise (BEC)

back

PHISHING SITE: https://verification-[brand].com MONETIZED LINKS: http://[brand]inc.com
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Threat examples: 4:349 w7 -
« Credential theft phishing sites <
* Vishing/SMiShing

O @ © | https://coastward-servo.000webhostapp.com/us/cv/new/redirect/REN0000014554544557877878/1/2_branch_match_id ¥ = 7

589-88 »

Text Message
Mon, Nov 25, 6:02 PM

e Crimeware

XYZ monthly subscription charge
Uspmarng alert. Please call 1(704)-921-5816
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Threat examples: ys) DL\DUfe O® GAMES @8 APPS 4= TOPICS g PRODUCI

 Brand impersonation

Save thousands on private student loan debt.

® Rog u e m O bi | e a p pS $08) Landing Corp. CFL SGO0SA612. NMLS BTLIMIA Tarms andd condionw apply: e 50 coms hgtiiy SLEY9 4010

 Trademark infringement ki Ao b Bl
* Traffic redirection R ——

schemes




SOCIAL MEDIA PROTECTION

Threat Examples:

 Targeted Cyber threats (Malware, Phishing)

« Pll leaks used to scam or for harm

« Brand and VIP Impersonation

« Physical threats (location/event)

« Unauthorized associations (Partners/Sponsors)

« Employment scams

D YouTube Sea

ENGAGEMENT SERIES

rch Q B | @ senw
IR - 4 ¢ P yl

Health Careers
2 subscribers

HOME

Uploads

VIDEOS PLAYLISTS CHANNELS DISCUSSION ABOUT >

|Regional MedCenter
117 views + 3 years ago

Find professional diversity and opportunities for growth in the medical field at Regiona
MedCenter. With excellent schools, recreational opportunities and a quality of life unique to a ru.

XYZ Bank (23
N posts 3,066 followers 2423 following

XNZ Bank
We Invest in You.

hitp: v XyZ com
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Common types of leaked data:
* Pll, PHI (Regulated data)

« Employee credentials More Ransomware Gangs Threaten
* Credit card numbers Victims With Data Leaking
y lnte”eCtual property (Ip) 22% of Ransomware Incidents Now Involve Data Exfiltration, Investigators Find

« Source code weuroinfosec

* Business plans

More than 20GB of source code and Major Cé'r'np'a‘ni'es Affected by
proprietary data dumped online Massive Source Code Leak

'leak includes docs provided under NDA as recently as

May. ot
y (@) ALICIAHOPE - AUGHST 6, 2020
DOL JIM SALTER - 8/6/2020, 7:59 PM

-~ !
CYBERSECURITY, NEws .2 MIN READ

and Other
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facebook

Threat Examples:

* VIP Impersonation
* Physical Threats
 Whaling
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Use Case
Domain Monitoring

Account Takeover

Brand Protection

Social Media Protection

Data Leak Detection

Executive Protection
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Use Case

Priority Level

Domain Monitoring

Account Takeover

Brand Protection

Social Media Protection

Data Leak Detection

Executive Protection
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Use Case Priority Level Stakeholders

Domain Monitoring

Account Takeover

Brand Protection

Social Media Protection

Data Leak Detection

Executive Protection
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Use Case Priority Level Stakeholders

Domain Monitoring

Account Takeover

Brand Protection

Social Media Protection

Data Leak Detection

Executive Protection
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SOCIAL WEB & DOMAIN DATA
MEDIA APP STORES FEEDS FEEDS

COLLECTION

CURATION

MITIGATION



COLLECTION

STEP 1
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Deep Web

Dark Web
Paste Sites
mains
Gripe Sites
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HIGH yogs YSET LGS TYPES

. . L I}IJGS
gldellty.of Iclilata sources can vary = ?:NJL;[EEB;AI,‘[;EN — TESH'A[;IEEE”“ AREAS 2 0UT DENSITY
- -=:: &= M HARS
ramatically T00LS TuSren ALY - o cnnes St e Tt s WG
2 o BUSINESS SUFTWARE .-,
Open source or commercial data feeds ik SHARING capripe " OECISION = senszz PROCESSING S
aren’t available or sufficient for many S T [] H A G E o= i = “JSPEE[] =2 FICESS e =k CURATE
: . w g ) = S = 5
uses (need direct collection) EHALLENEESMAHABEMENT A, . ~ 2 PETABITES HOUNT = SVAﬂlETY = =
= RELATIONAL werenouosy, = STATISTICS OOMAN

SIMULAII
PROCESS

- DATABASE
INFUH

APPUEAH[]NS = %

Hidden content, countering evasion DIFF 8 - HANBE :
. C.5 o GROWS
techniques. EXPLORE ﬁ = oo 2
: hocess =5 B4 = UWB‘WRNABE )
Lack of consistent data structures e e SOURCES 2
needed to organize/analyze at scale SEARCH SYSTEMSSE

High value data sources require VISUALIZATION
relationships and investments (zone
files for ccTLDs, SMS spam)
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Collected Data Machine-Filtered Results Curated Incidents

S
rd

« How is intelligence disseminated, and
how will | get access to it?

0000000 | ®

« Where does automation end and
human analysis begin?

Will my analysts need to review all
threats for false positives?

i

“““‘Q\/ o

« Determine appropriate coverage:
24 X 7 x 365 vs. business hours, ad hoc

0000000 | ®

&
<



CURATION CHALLENGES

Measuring your fidelity and adding a
feedback loop to fine tune your process

Managing false positives and false negatives

Managing automated versus human
processes

Can't review everything; determining the cut
line using risk scoring

o)

MI3

ENGAGEMENT SERIES

_
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How to block? How to take down??

Will legal handle certain types of
threats? Manage DMCA takedowns or
send C&D letters?

Do we need a take down team? ! ! ® 4 ®
v

24 X7 X 365 required?
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o
. .0
* No plan in place ahead of threat detected ... '..
L 4 L 4
 Technical mitigation doesn’t cover all scenarios .0. .0.0. '0.
L} o L J L}
i . . - .. .. .0 .0
« Mitigating quickly enough to be effective ) | o
L 4 .. .. .. .. L 4
« Takedown requires building relationships, : o ... ... o z
persistence, knowledge of laws & regulations; o : o o : o
navigating language, and time zones : () : : . :
o L 4
* No uniform global standard for takedowns. Every : o : : o :
service provider requires a different process o : oy e® z (]
L 4 e .. .. P4 L 4
 Providing evidence can be difficult HHHHHHE R HHHH
... 0.. ..0 ...
L} o0 L 4
Q. L 4 ..
| 4
.. ..
L 4
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Curation
Proprietary algorithms

Expert threat assessment
Analyst-platform feedback loop

Collection Ready for action

Advanced crawling, anti-evasion

Continuous monitoring

Open, deep, dark web, social

Public, private, client feeds

Rl

«—
|

Mitigation
Rapid and complete

‘ Browser-blocking and API integrations

Killswitches, fastlanes, takedown network

Intuitive web app and reporting APIs
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« DRP isan emerging security function.
* |t has many use cases that deliver value.
* |t has immediate, stop the bleeding impact.

« DRP program best practices:

« Collect data from a broad set of reliable sources.
 Detect threats using both automated and human data analysis.
« Have a playbook and relationships in place to mitigate threats.



FREE RESOURCES AND LINKS

M3
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~¥  Gartner Digital Risk Protection Emerging Technologies Report

https://info.phishlabs.com/gartner-digital-risk-protection-emerging-technologies

FREE RESOURCES:

Phishing Data:
http://data.phishtank.com/data/online-valid.csv

https://openphish.com/feed.txt

Social Media Searches:
https://boardreader.com/

https://www.social-searcher.com/

Data Leaks / Compromised Creds:
https://igotphished.abuse.ch/

Look-alike Domain Name Detection:
https://dnstwist.it/

https://github.com/elceef/dnstwist

Dark Web Searches:

https://reconponydonugup.onion/

http://haystakvxad7wbk5.onion/

App Stores Lists:
https://www.businessofapps.com/guide/app-stores-list/



http://data.phishtank.com/data/online-valid.csv
https://openphish.com/feed.txt
https://boardreader.com/
https://www.social-searcher.com/
https://igotphished.abuse.ch/
https://dnstwist.it/
https://github.com/elceef/dnstwist
https://reconponydonugup.onion/
http://haystakvxad7wbk5.onion/
https://www.businessofapps.com/guide/app-stores-list/
https://info.phishlabs.com/gartner-digital-risk-protection-emerging-technologies?utm_source=phishlabs&utm_medium=ppt&utm_campaign=H-ISAC%20Webinar%202020-10-22

ENGAGEMENT SERIES

CONTACT ERIC

For additional questions, please email:
mobile-tech-chair@mailman.m3aawg.org



mailto:mobile-tech-chair@mailman.m3aawg.org
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