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M3AAWG is a Trusted Environment

What happens in MSAAWG stays in MSAAWG

* What occurs here cannot be shared outside the membership without the written permission

of the Executive Director, unless we state the specific session is open to the press and social
media.

* See the MBAAWG Meeting Policy at www.m3aawg.org/MeetingPolicy

Treat Everyone with Respect
* Treat all attendees respectfully in and out of sessions. No less will be tolerated.

* See the MSAAWG Conduct Policy at https://www.m3aawg.org/conduct-policy

You agreed to these policies when you registered for the meeting.
For questions, please contact Amy Cadagin at amy@m3aawg.org

Confidential to MSAAWG Members A
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Reminders for Our Worldwide Friends

All meeting content is confidential: No photos, no video, no recording. Reach out to staff with questions.

I L’ensemble du contenu de la réunion est confidentiel : les photos, vidéos et enregistrements sont interdits. Pour
toute question, demandez conseil au personnel.

e — Todo el contenido de la reunion es confidencial: No esta permitido sacar fotografias ni grabar video o audio.
mmm= Consulte con el personal si tiene alguna pregunta.

Der gesamte Inhalt des Meetings ist vertraulich: Keine Fotos, kein Video, keine Tonaufzeichnung. Bei Fragen
wenden Sie sich an die Mitarbeiter.
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Vision - Why We EXxist

The M3AAWG Growth and Development Committee believes in and is working towards a world
free of online abuse through collaboration - sharing our knowledge, assets, and network with
others.

Mission - What We Intend To Be

We will be the collaborative leader, facilitator, and stakeholder for alignment, support, and
execution of anti-abuse best practices through a global network of partners fighting online abuse

on all platforms.
Confidential to MSAAWG Members A
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AF-AAWG Overview

Brian Scriber
CableLabs
b.scriber@cablelabs.com
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AFAAWG

e Primary contact: Jean-Robert Hountomey hrobert@africacert.org
e Objective: Anti-Abuse Efforts from M3AAWG:

o Within countries and organization across the continent
From African countries and orgs to peering points
Traffic management
Network resiliency
Collaboration with other organizations
Communication of threats and mitigations

Confidential to MSAAWG Members A
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AFAAWG

e Building the MOU between MSAAWG and AF-AAWG

e Incorporating AFAAWG into the Coalition for a Digital Africa
initiative: https://coalitionfordigitalafrica.africa/#partners

e April 2023: Joint AfricaCERT and FIRST presentation on loT
Botnets, DDoS, and Ransomware in Kigali, Rwanda by Brian
Scriber

e Sept 2023: AIS presentation on DDoS given by both Rich
Compton and Barry Greene.

e Nov 2023: Regional Cybersecurity Summit for Africa:
present separately on network resiliency and loT SecurityM
Kampala, Uganda - Bgian, Scriber.



https://coalitionfordigitalafrica.africa/
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M3AAWG Opportunities:

o Dialogue and relationships with anti-abuse professionals in
Africa and the Middle East.
o Show global engagement reach to regulators
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o Coalition for a Digital Africa
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Contact

For additional questions, please email:
<growth-development-
chair@mailman.m3aawg.org>

ial to MSAAWG Members A
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JPAAWG Overview

Shuji Sakuraba

Senior Research Engineer

Internet Initiative Japan Inc. (IlJ)
Chairperson of JPAAWG

Deputy Chairperson of ASPC (Anti-Spam mail Promotion Council)
Chairperson of Anti-Spam Committee in Internet Association Japan
(IAjapan)

Ph.D.

JP
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JPAAWG

e Industry Working Group for Safety and Security of the
Internet and Telecommunications

e Collaborate with government, academia and other related
organiztions (IAjapan, Council of Anti-Phishing Japan,
ASPC, JANOG, etc)

e Founded in 2019, JPAAWG General Meeting has been held
since 2018.

e Our current members are 20 companies, activities in
cooperation with related major companies (mobile,

telecommunications carriers) A
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e 6th General Meeting armncocxgenusen: 68

o Date: 6th-7th, November, 2023 Sl o

o Venue: Kanawaza City Bunka Center @ Kanazawa + Onllne

o Qutline: https://meetings.jpaawg.org/

o Program: 24 sessions (including 2 M3AAWG sessions), 2 Open

O

Round Table Topics, 2 Training Sessions
Registration: https://eventregist.com/e/JPAAWG6th (Open!)

Confidential to MSAAWG Members
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Contact

For additional questions, please email:
<contact@)jpaawg.org>

ial to MSAAWG Members A
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LAC-AAWG

Lucimara Desidera

Security Analyst, CERT.br / NIC.br

LAC-AAWG Chair (a working group of
LACNOG)
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LAC-AAWG

e A Working Group of LACNOG, the Latin American and
Caribbean Network Operators Group

e Main audience: the Latin American and Caribbean Network
Operators community

e Create awareness regarding network/Internet abuse issues
and foster de adoption of anti-abuse best practices

e Bring to MBAAWG some view of regional threats and efforts

e Collaboration with other organizations

e Established in 2017

e Published a joint BCOP with MBAAWG in may 2019 A

Confidential to MSAAWG Members
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e During LACNIC40 — LACNOG 2023 (October 2023)
Identifying Spoofed DDoS Amplification Request Traffic in Your Network

by Rich Compton

lacnic40

lacnog 2023

NPARIIG 56° Generss Meating | Srocktys, NY | Ocober 022

3
Next Steps? M

e Get more ISPs/IXCs to look for spoofed amplification traffic

on their network!
© It's not hard to find this traffic!
e Encourage offenders to clean up their networks!

egidr

Guest Presentation by the Anti Abuse Working Group LAC AAWG

https://lacnic40.lacnic.net/en/programme/agenda/lacnog?day=03/10/2023

https://www.computerweekly.com/br/tip/Como-identificar-o-trafeqgo-de-ataque-DDoS-na-rede-corporativa

ComputerWeekly.com.br

Como identificar o trafego de ataque DDoS na rede
corporativa?

Um p durante o p! dia de do LACNOG 2023, como o trafego proveniente de

ataques de negagéo de servigo pode ser detectado e compartilhou algumas ferramentas que podem ajudar nesta
tarefa.

por Lizzette B. Pérez Arbesu, Editora Executiva para a América Latina Publicado:03 out 2023

Fortaleza, Brasil. - No ambito do evento LACNIC 40, que acontece esta semana em uma praia do norte do

Brasil, estdo sendo realizadas sessoes de trabalho do Grupo de Operadores de Rede da América Latina e do
Caribe (LACNOG).

Entre as apresentacdes do LACNOG 2023, destaca-se a
conferéncia de Rich Compton, membro do Grupo de Trabalho
Anti Abuso (LAC-AAWG), que falou remotamente sobre como
identificar o trafego correspondente a ataques de negagéo de
servigo (DDoS) de enderegos falsificados em a grade.

Rich Compton é especialista em detecgdo e mitigagdo de

ataques DDoS, controle de botnets, seguranca BGP e é
responsavel por manter a infraestrutura de rede segura na

Charter Communications, onde trabalha atualmente.
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Contact

For additional questions, please emaill:
lucimara@cert.br

Confidential to MSAAWG Members A
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Q&A

Place your questions in the Q&A Box below
Tip: To magnify the speaker’s video, move the Zoom slider to the left.

Inquire how Your Company Logo Can Appear HERE:

sponsorship@m3aawg.ord A
Confidential to MSAAWG Members
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Thank you!

We hope you enjoyed today’s session!

D)
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