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Dark Patterns

deceptive design

deceptive user interfaces

A user interface that has been 
carefully crafted to trick users into 
doing things, such as buying 
overpriced insurance with their 
purchase or signing up for recurring 
bills



Dark Patterns

deceptive design

deceptive user interfaces

Neologism coined by user 
experience designer Harry Brignull
in 2010 when he registered
deceptive.design

https://www.deceptive.design/
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https://uxknowledgebase.com/


Roach motel

You get into a situation very 
easily, but then you find it is 
hard to get out of it(e.g. 
delete an account).





Delete account ? N/A

▷ No option available
▷ Contact customer support
▷ Ticket transferred to “service informatique”
▷ Account deleted… 

(no notification received about it)



Delete account - workflow

Input 
minimal 
info to 

open new 
account

Go to 
Help & 
Support

Select 
support 

topic

Select
problem 
category

Select
type of 
issue

Confirm / 
add

personal 
details

Write 
message 
(asking for 

account 
deletion)

Send 
message 

(reply 
expected 

within 24h)

steps to open support ticket

name, email, password

easy in

difficult out



Currently

1. Go to Close Your Amazon Account.

2.Sign into the account you want to close.

3.Review the products and services associated with your 
account.

4.If you still wish to proceed, select a reason in the drop-down 
menu, tick the box next to Yes, I want to permanently close my 
Amazon account and delete my data and click Close my Account

In the past

• 12 step process, hidden, only possible by contacting support

• Pictures at https://www.wikihow.com/Delete-an-Amazon-Account

Delete account

https://www.amazon.com/privacy/data-deletion
https://www.wikihow.com/Delete-an-Amazon-Account
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Sneak into basket

An additional item appears 
in your basked without your 
consent.



Photo by Eduardo Soares on Unsplash

https://unsplash.com/@eduschadesoares?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/grocery-store-shopping-basket?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText














Misdirection

You attention is purposefully 
focussed on one thing in 
order to distract your 
attention from another.











Photo by Eduardo Soares on Unsplash

https://unsplash.com/@eduschadesoares?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/grocery-store-shopping-basket?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText










WITHOUT PRESERVATIVES
LIKE ALL BAGGED SALADS



Bait & Switch

You set out to do one thing, 
but a different, undesirable 
thing happens instead.



























Disguised Ads

Adverts that are disguised as 
other kinds of content or 
navigation, in order to get 
you to click on them.













Advertisement

Free icons





Can you spot the

official website ?
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FOMO

Exploiting your fear of 
missing out (FOMO) to push 
you to make decisions 
without thinking them 
through. (e.g. an offer with a 
countdown timer)



Online training

Lead Generation Software for Marketers



Car rental

Accommodation booking































Privacy zuckering

You are tricked into publicly 
sharing more information 
about yourself than you 
really intended to. 



Job alerts via email

super job

The only part of the URL you need https://www.linkedin.com/comm/jobs/view/3119915055



Roadblock

A pop-up interrupts your 
intended action.



Pop-ups appear a few seconds after browsing the website.



















































Is this the WWW today ?

YES NO



Is this the WWW today ?

YES NO



Study
• analysed ~53K product pages

• from ~11K shopping websites

• to characterize and quantify the 
prevalence of dark patterns

Findings
• 1,818 instances of dark patterns

• 15 types of dark patterns

• on 1,254 of the ∼11K shopping 
websites (∼11.1%)

Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites
Arunesh Mathur, Gunes Acar, Michael J. Friedman, Elena Lucherini, Jonathan Mayer, Marshini Chetty,

and Arvind Narayanan (November 2019) https://doi.org/10.1145/3359183

Study part of the Princeton University's WebTAP project.

https://webtap.princeton.edu/

Dark Patterns at Scale:
Findings from a Crawl of 11K Shopping Websites

https://doi.org/10.1145/3359183
https://webtap.princeton.edu/


Why ?



Legal Illegal

dark patterns



What can we do ?



Terms and 
Conditions 
Apply

https://termsandconditions.game/

A mini-game about pop ups, and 
the deviousness of websites and 
apps

How I 
experience the 
web today

https://how-i-experience-web-
today.com

An interactive site that 
illustrates how browsing the 
web feels today.

Click
Click
Click

https://clickclickclick.click/

A browser-based game on 
online profiling.

https://termsandconditions.game/
https://how-i-experience-web-today.com/
https://clickclickclick.click/




Resources

▷ Slide template from

▷ Designed using resources from Flaticon.com

▷ Dark Patterns sketch by Krisztina Szerovay —
www.uxknowledgebase.com

https://www.flaticon.com/
https://uxknowledgebase.com/
https://www.slidescarnival.com/?utm_source=template

