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India has a serious  
spam problem 

please help us help you to tackle it 
 

Suresh Ramasubramanian 
Joe St Sauver 
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We have all seen headlines 
like this: 
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Offers like this  
keep landing in our inboxes 
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Which, unsurprisingly,  
leads to spam like this: 
[I don’t live in Jaipur, by the way] 
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India is a major part of the 
“supply chain” for  
pharmacy spam 
 

Courtesy Brian Krebs – 
www.krebsonsecurity.com  

Chat between two Russians– 
Oleg Nikolayenko (Docent), 
operator of the Mega-D 
botnet, and Dmitri Stupin of 
SpamIt, a major illegal online 
pharmacy operation 
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Some scams are uniquely Indian, 
like this bunch of fake call 
centers mostly based in Kolkata: 

M3AAWG Workshop: Fighting Spam and Bots | EWI, NASSCOM, FICCI 3rd Worldwide Cybersecurity Summit  



New Delhi, India, October 2012  

And let us not forget the good 
old Nigerian scam – now 
customized for India 
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A huge spam problem means a 
very large number of Indian  
IPs get blocked in various 
spam block lists 

Data from the Spamhaus Project http://www.spamhaus.org  

M3AAWG Workshop: Fighting Spam and Bots | EWI, NASSCOM, FICCI 3rd Worldwide Cybersecurity Summit  



New Delhi, India, October 2012  

The number of IPs blocked for  
virus traffic is huge 
 

Data from the Spamhaus CBL Project – http://cbl.abuseat.org  

M3AAWG Workshop: Fighting Spam and Bots | EWI, NASSCOM, FICCI 3rd Worldwide Cybersecurity Summit  

Extensive broadband penetration + insecure PCs = trouble 



New Delhi, India, October 2012  

The .in ccTLD too has  
spam problems 

Courtesy Symantec and the  
SURBL Project 
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Fortunately, there are also 
headlines such as these . . .  
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What can Indian ISPs do about 
messaging abuse? 
Spam and virus filter email and messaging (social, SMS…) 

•  Inbound / Outbound filtering, Webmail filtering, 
Port 25 management, Sender Authentication, 
Complaint Feedback Loops  

Network security and threat mitigation 
•  Sinkholing botnet C&C IPs / domains, Walled Garden to isolate 

infected users 
•  RFC 6561 – prepared with extensive contributions from  

M3AAWG members 
•  M3AAWG Best Practices To Address Online and Mobile Threats 

Abuse Desk Management 
•  Removing spammers from your network  
•  Vetting to ensure they don’t become customers 
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More things to do for ISPs 

User education and access to secure computing resources 
•  Discounted (or free?) antivirus included in DSL setup CDs 
•  DSL / Wi-Fi routers with non default passwords and firewalling 
•  Educate your customers about spam / scams / viruses 

 

Join and interact with your peers around the world: 
 M3AAWG, APRICOT, SANOG 
 Local cooperation against spam and online threats 
     ISPAI working group, coordination with CERT-IN... 
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How Indian email marketers 
can help 

•  Adopt the M3AAWG 
Sender Best Communications Practices 

•  Vet your new customers and audit existing customer lists  

•  Work to ensure your colleagues in the industry don’t spam 

•  Adopt a shared code of conduct? 

•  Industry associations you can consider joining 
 M3AAWG, ESPC, and of course, IAMAI 
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Government & Law Enforcement - 
Suggestions 
Mitigation of malicious domains, botnet C&C etc. 

•  Data sharing by additional trusted third parties with CERT-IN  

Stepped up action against local criminals 
•  Vendors of email address databases, unsolicited bulk email and 

SMS products and services, other parts of the cybercrime 
ecosystem (illegal drug suppliers, fake call centres.)  

Increased engagement with intergovernmental and  
public/private groups   

•  The Budapest Convention on Cybercrime 

•  The London Action Plan against Spam 

•  FIRST / APCERT, M3AAWG, OECD WPISP … 
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Localization of M3AAWG  
best practice documents 

Several best practice documents published by M3AAWG are 
currently available in Arabic, Spanish, Chinese and French, 
translated from the original English version.  
 
We welcome volunteers to translate these documents into 
Hindi and other Indian languages.  If you are interested in 
helping out, please feel free to email us. 
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Thank You 
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