M[?’A_AWG ORGANIZATIONAL PRIORITIES & FOCUS AREAS

PRIORITIES

FOCUS AREAS

INITIATIVES

« Accountability, communication, contribution
« Best common practices, knowledge / information sharing

« Diverse & Inclusive Culture « Members, standards bodies, governments, industry
Organization o global Outreach partners, p.ublic policy., academia |
« Growth and Development « Membership, leadership, mentorship
« Connection « Interconnectedness, streamline cross-committee, STA
collaboration
« Improved collaboration tooling
« PR/Marketing
. Prevention « Threat intelligence/monitoring/modeling
. Mitigation « Detection, respond, recover
Readiness . Emerging Threats « Timeliness of deprecation of older technologies

. Emerging Technologies « Quantum Computing, adversarial Al, communications

« Post-quantum cryptography, biometrics, artificial
intelligence

, , « Multi-factor authentication, account compromise,
« Identity Protection
. ransomware

. . « Data Privacy o .
Data & ldentity Protection Data Securit . Legislation, policies, governance
« Data Security
« Encryption, encrypted protocols, authentication
« Zero Trust Principles i JPEEEP

« Verify explicitly, least privilege, assume breach

« Network « Traffic analysis, transport security, endpoint security
« Messaging « Abuse Desk, Malware, DMARC, DNS, Spam, DDoS
Communications « Mobile « Messaging, operating system, phishing, applications
e loT « Device security, data security, Mfg. dependencies
« Dependencies « Open-source software, services
Supply Chain « Risk Management « Assess, monitor
« Vulnerabilty Management « Detection, remediation

« Verification « Secure development, testing
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