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Study Sponsors 
The following organizations provided financial support and peer review for this study. 

Anti-Phishing Working Group (APWG) is an international coalition of counter-cybercrime 

responders, forensic investigators, law enforcement agencies, technology companies, financial services 

firms, university researchers, NGOs, and multilateral treaty organizations operating as a non-profit 

organization. Its directors, managers, and research fellows advise national and sub-national 

governments as well as the United Nations (Office on Drugs and Crime) as recognized experts (as 

defined by the Doha Declaration of 2010 and Salvador Declaration of 2015) as well as multilateral bodies 

and organizations. https://apwg.org/ 

Coalition Against Unsolicited Commercial Email (CAUCE) is an all-volunteer Internet end-user 

trust and safety advocacy organization. The CAUCE Board of Directors provides Internet advocacy and 

consultation with governments, NGOs, law enforcement agencies, and trade associations. The mission 

of CAUCE is to defend the privacy rights of Internet users and support anti-abuse work in all its forms. 

CAUCE focuses on messaging security:  email, direct message, text, or social media discourse. CAUCE 

provides instruction and professional development to law enforcement agents and security researchers 

in developing nations, in-person or remotely, by demonstrating the latest tools and techniques in cyber-

investigations. CAUCE provides input to governmental and international policy, regulation, and law, and 

supports published research projects that advance its stated goals. https://www.cauce.org/ 

Messaging, Malware, and Mobile Anti-Abuse Working Group (M3AAWG) provides a 

collaborative global trusted forum that brings industry together to help fight and prevent Internet online 

abuse. Working with members, industry groups, and global partners, M3AAWG will continue its efforts 

to help prevent online abuse, focusing on protecting communications, data privacy and security, and the 

supply chain. https://www.m3aawg.org/ 

https://apwg.org/
https://www.cauce.org/
https://www.m3aawg.org/
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Executive Summary 
Three cybercrimes ς malware, spam, and phishing ς are a collective plague on society and economies 

worldwide. Malware can infect any device connected to a network. Malware attacks are criminal or 

nation-state activities that cost governments, corporations, and individuals hundreds of billions of 

dollars every year. aŀƭǿŀǊŜ όάōƻǘǎέύ ǎŜƴŘ ǎǇŀƳ ƳŜǎǎŀƎŜǎΣ ƻǇŜǊŀǘƛƴƎ ŦǊƻƳ ŎƭƻǳŘ ƻǊ ƘƻǎǘƛƴƎ ǎŜǊǾƛŎŜ 

accounts or compromised devices. These bots provide delivery methods for messages that contain lures 

to phishing pages or malware download sites. Modern day spam is rarely benign: as a delivery system, 

spam is almost always a component of a subsequent cybercriminal activity. Phishing attacks lure victims 

to web sites that appear to be run by a trusted entity but are in fact controlled by a criminal, defrauding 

millions of Internet users every year. 

Taken together, these cybercrimes have global impact. Cybercriminals routinely exploit Internet 

resources to launch these attacks, affecting consumers, businesses, and economies globally. They are 

pervasive and contribute to a lack of consumer trust in online services, which in turn creates a drag on 

economic opportunity. 

Criminals who perpetrate these cybercrimes enjoy an enormous economic advantage over defenders 

and responders. They can acquire resources from an online cybercrime supply chain where everything 

from phishing kits and malicious software, email lists and mobile numbers, domain names and Internet 

addresses, and places to host attacks are all readily and cheaply available.  

{ȅǎǘŜƳǎ ǿŀǊŦŀǊŜ ƛǎ ŀ ǎǘǊŀǘŜƎȅ ǘƘŀǘ ŀǘǘŜƳǇǘǎ ǘƻ ŘƛǎǊǳǇǘ ǘƘŜ ƻǇŜǊŀǘƛƻƴǎ ƻŦ ŀƴ ŀŘǾŜǊǎŀǊȅΩǎ ŦǳƴŎǘƛƻƴǎΦ This 

report contends that applying a similar strategy to mitigate cybercrime can be effective. However, to 

employ such a strategy requires the ability to accurately measure particular elements of the cybercrime 

supply chain. Measurements collected by Interisle and presented in this report focus attention on the 

links in the supply chain where disruption can have meaningful impact.  

For this study, Interisle collected malware, spam, and phishing reports from eleven publicly and 

commercially available threat intelligence or reputation services covering a one-year period. From these, 

we identified the Internet naming, addressing, and hosting resources that criminals use to conduct over 

10 million cybercrime attacks and where criminals went to acquire these attack resources. We then 

ranked Top-Level Domain (TLD) registries, TLD registrars, hosting providers, and subdomain resellers 

that criminals most frequently exploited to obtain resources, using both raw counts and comparative 

metrics. 

Interisle measured and identified distinct and persistent patterns of exploitation and abuse over a one-

year period. While some of these patterns are familiar to cybersecurity practitioners and law 

enforcement, our data revealed the widespread existence of some less popularly known exploitations of 

domain registration and hosting services.  The findings from this study underscore a previous Interisle 

finding, that the prevailing uncoordinated and ineffective attempts to curb cybercrime are not working, 

and that new strategies are required. The recommendations explain how cooperative, pro-active, and 

cross-sector efforts by governments, private sector, and public policy communities could disrupt the 

cybercrime supply chain. 
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Our data show that: 

Nearly 5 million domains were reported for serving as a resource for cybercrime 

Spam campaigns are the largest consumers of criminal domains: three-quarters of the domain names 

used in cybercrimes were identified as spam domains.  

Cybercriminals often quickly use domain names they register for cybercrimes 

47% of phishing domains are reported within 14 days and 54% are reported within 30 days. 

28% of spam domains are reported  within 14 days and 33% are reported within 30 days. 

New gTLDs continue to provide a greenfield opportunity for cybercrime activity 

Over 1 million domains were reported for spam activity from September 2022 to August 2023. A handful 

of the new gTLDs account for most of the cybercrime activity. The five most exploited new gTLDs 

account for 46% of the cybercrime domains reported across all new gTLDs. 

Subdomain reseller services have become even more attractive as free domain 
registrations from operators like Freenom become scarce 

Over 500,000 subdomain hostnames were reported for serving as resources for cybercrime at 229 

subdomain resellers. 

Criminals exploit bulk registration services to acquire domain names for cybercrimes 

Over 1.5 million domain names exhibited characteristics of malicious bulk domain registration behavior. 

Bulk registrations accounted for one-third of the malicious domain registrations reported for serving as 

resources for cybercrimes. 

Brand infringement is commonplace in domains registered 
by criminals to perpetrate cybercrimes 

Exact matches of a brand name appeared in 206,040 cybercrime records, 169,835 domain names, and 

22,679 subdomain reseller host names. 

The United States had the most IPv4 addresses reported for serving as resources for 
cybercrime activity. China, India, Australia, and Hong Kong rounded out the top 5 

China and the United States accounted for 7 of the 10 hosting networks that hosted the most malware. 

Combining spam, phishing, and malware records in this study, China and the United States accounted 

for 8 of 10 hosting networks with the highest cybercrime activity. 
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Background: What is the Cybercrime Supply Chain? 
Cybercriminals acquire resources for malware attacks, spam, and phishing campaigns in several ways. 

The supply chain for a cyberattack typically involves the acquisition of several resources: 

  

OBTAIN
ATTACK

KIT

ω !¢¢!/Y άYL¢έ 
For phishing, this is often a set of files and scripts that allows the phisher to 
impersonate a brand. Many kits include web forms where Internet users are lured 
to sites impersonating a known organization. Victims are duped into submitting 
their access credentials or personal data. Such kits can be found on social media 
sites, public repositories, or found on dark or deep web sites. Spammers similarly 
acquire kits that include a mail server and the means to compose simple email 
messages that deliver phishing, scam, or malware URLs or malicious attachments.

ACQUIRE
TARGETS

ω TARGETS
Some cyberattacks cast a wide net. For these, attackers may use markets where 
mail lists can be purchased or they may use email scraping tools to create their own 
lists to spam, phish, or bait malware. For sophisticated attacks ς spear phishing, 
network infiltration, data exfiltration, or business email compromise ς attackers 
ŎƻƴŘǳŎǘ ǊŜǎŜŀǊŎƘ ǘƻ ƛŘŜƴǘƛŦȅ ƘƛƎƘƭȅ ǇǊƻŦƛǘŀōƭŜ ǘŀǊƎŜǘǎ όάǿƘŀƭŜǎέύ ƻǊ ǘŀǊƎŜǘǎ ǿƛǘƘ 
sensitive and highly marketable data 

ACQUIRE
DOMAIN OR 
HOST NAME

ω DOMAIN OR HOST NAMES
Attackers often register domain names for fake web sites, email servers, or file 
services. They may use the names of web sites where they have gained 
ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ŎƻƴǘǊƻƭ ƻǊ ŀŎŎƻǳƴǘǎ ŀǘ ŦǊŜŜ ƻǊ ŎƘŜŀǇ ƘƻǎǘƛƴƎ όάǎǳōŘƻƳŀƛƴέύ ǎŜǊǾƛŎŜǎ 
ǿƘŜǊŜ ǘƘŜ ŀŎŎƻǳƴǘ ƴŀƳŜ ǎŜǊǾŜǎ ŀǎ ŀ ǎǳōŘƻƳŀƛƴ ƻŦ ǘƘŜ ƘƻǎǘƛƴƎ ǎƛǘŜΩǎ ŘƻƳŀƛƴ ƴŀƳŜΣ 
e.g., amazonsecuredateupdate.duckdns.org . Note that certain malware, 
especially loaders, download additional software components by establishing 
connections to a computer or device using an IP address, so in this case domain 
names and name resolution are unnecessary.

ACQUIRE
HOSTING SITE

ω HOSTING
Attackers have several options for hosting: use compromised cloud accounts, use 
ǎŜǊǾŜǊǎ ƻǊ ŘŜǾƛŎŜǎ ǿƘŜǊŜ ǘƘŜȅΩǾŜ ƎŀƛƴŜŘ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ŎƻƴǘǊƻƭ ƻǾŜǊ ǿŜō ƻǊ ƻǘƘŜǊ 
system services, or use free or cheap hosting or cloud services. For certain hosting, 
they bind domain names that they register to the IP address of the host. For 
subdomain services, the user account name typically resolves to the service 
ǇǊƻǾƛŘŜǊΩǎ Lt ŀŘŘǊŜǎǎΦ 

MONETIZE
SUCCESS 

ω BROKERS OR MARKETS
Most cybercrimes are for-profit enterprises, so attackers monetize data that they 
illicitly obtain through secondary fraud services (e.g., mules, cryptocurrencies, or 
online marketplaces). Some attackers (access brokers) sell credentials or access 
methods of organizations whose networks they have compromised to other threat 
actors.
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The Focus of This Report 
This reports focuses on measurements for the name and addressing resources that criminals employ to 

conduct illicit acts. Studies of attack kits, target acquisition techniques, and monetization of criminal 

proceeds are beyond the scope of this study. With respect to names and addresses, criminals can 

choose from three different supply chains:  

Supply chain includes registrars, TLDs, and hosting  

 

Criminals choose domain 
registrars, register domain 
names in a TLDs, and upload 
fake or malicious content to 
hosting resources of cloud or 
web hosting providers. 

Supply chain includes subdomain resellers and hosting  

 

Criminals create accounts at 
subdomain resellers, use the 
account names as host names 
and upload fake or malicious 
content to the hosting 
resources of the reseller. 

Hosting  
 Criminals do not use domain 

names or host names but 
construct hyperlinks for their 
content using IP addresses 
that they obtain from their 
hosting providers 
(predominantly seen with 
malware). 

 

This report examines each of these different styles of supply chain in terms of the number of cybercrime 

records associated with each combination. These measurements show that criminals enjoy supply chain 

flexibility, and that the means or efforts to disrupt the chains may involve different parties. 
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Introduction 
Three cybercrimes ς malware, phishing, and spamς are a collective plague on society and economies 

worldwide.  

Malware (malicious software) can infect or compromise any device connected to a network. Malware is 

an organized criminal or nation-state activity that costs governments, corporations, and individuals 

hundreds of billions of dollars every year. Criminals use malware to perpetrate identity theft or 

financial fraud (banking trojans), to steal information or extort funds (ransomware), or to remotely 

control compromised devices. Criminals or hostile state actors use malware to establish an illegal, 

persistent network presence for surveillance, data theft or destruction, or to inject malicious 

content into forums or social media.  

Phishing defrauds millions of Internet users every year. Phishing attacks lure victims to web sites that 

appear to be run by a trusted entity but are in fact controlled by a criminal. The phishing page 

persuades a victim to provide information that the phisher can use to steal money directly or obtain 

credentials that can be sold to other criminals. The 2022 annual report by the U.S. Federal Bureau of 

LƴǾŜǎǘƛƎŀǘƛƻƴΩǎ LƴǘŜǊƴŜǘ /ǊƛƳŜ /ƻƳǇƭŀƛƴǘ /ŜƴǘŜǊ ǎŀȅǎ ǘƘŀǘ ƛǘ ǊŜŎŜƛǾŜŘ оллΣпфт ǇƘƛǎƘƛƴƎ ŎƻƳǇƭŀƛƴǘǎ 

reporting losses of $52 million in the U.S. alone.  

Spam is a notorious consumer of Internet resources. A DataProt study found that spam emails 

accounted for more than 56% of all emails sent in 2022. A Statistica survey ǊŜǇƻǊǘŜŘ ǘƘŀǘ άAs of 

January 16, 2023, the country with the highest number of spam emails sent within one day 

worldwide was the United States, with around eight billion. Ranking second and third were Czechia 

and the Netherlands, with 7.7 billion, and 7.6 billion, respectively.έ Spam is often wrongly dismissed 

as unsolicited commercial emails or texts that are benign. But very little spam is truly benign. Spam 

is commonly transmitted from bots operating from cloud or hosting service accounts of 

compromised devices that host malware (spambots). Spambots are malware, installed without 

consent. The bot itself and the thousands of emails each bot emits consume CPU, RAM, bandwidth, 

and storage from ǘƘŜ ǎƻǳǊŎŜ ƻŦ ǘǊŀƴǎƳƛǎǎƛƻƴ ǘƻ ǘƘŜ ǎǇŀƳ ǊŜŎƛǇƛŜƴǘǎΩ ŘŜǾƛŎŜǎΦ  

Large organizations typically have expert resources at their disposal to identify and defend against spam, 

malware, and phishing attacks. Small businesses, community organizations, small municipalities, and 

average consumers do not. Large organizations and brands are harmed when they are impersonated in 

cyberattacks, but the average citizen, the Internet end user, suffers from these attacks as well. While 

large organizations might have resources and knowledge to report incidents of spam, malware, and 

phishing attacks, the average person has no understanding of how or where to report such incidents, 

even if they could determine that there were incidents to report. In addition to costs associated with 

direct victimization, consumers pay higher prices for services when businesses must cover losses 

stemming from attacks that employ malware, spam, and phishing. 

Taken together, these attacks and incidents impact globally; the global economy suffers as well. The 

routine exploitation of Internet resources used by cybercriminals to launch phishing attacks negatively 

impacts consumers, businesses, and economies worldwide. Pervasive phishing and other cybercrimes 

contribute to a lack of consumer trust in online services, which in turn creates a drag on economic 

opportunity. 

https://unit42.paloaltonetworks.com/banking-trojan-techniques/
https://www.malwarebytes.com/blog/threat-intelligence/2023/08/ransomware-review-august-2023
https://media.defense.gov/2023/Aug/31/2003292099/-1/-1/0/INFAMOUS_CHISEL_20230831.PDF
https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
https://dataprot.net/statistics/spam-statistics/
https://www.statista.com/statistics/1270488/spam-emails-sent-daily-by-country/
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Cybercrimes are Highly Intertwined 

The relationships among malware, spam, and phishing are numerous and diverse. DataProt reports that 

άScams and fraud comprise only 2.5% of all spam emails; however, phishing statistics indicate that 

identity theft makes up 73%έΦ The Emotet banking trojan malware was distributed in Excel attachments 

using a high-volume email distribution. Phishing now rivals malware as a primary means of illegal access. 

The 2023 CrowdStrike Global Threat Report notes that 71% of illegal access and persistent presence in 

victim networks were malware free: attackers are abusing valid credentials more than ever, and they are 

obtaining these credentials through phishing attacks. The 2022 IBM Data Breach Report estimated that 

the average recovery cost from a data breach where phishing was the initial attack vector, was nearly 

$4.45 million. Treating any of these cybercrimes as non-objectionable or devoting less attention is akin 

to leaving untreated cancer cells that a pathologist finds at the edge or positive margin of a tissue, 

which indicate that all of the cancer was not removed. ¢ƘŜ ŀƴŀƭƻƎ ǘƻ ŎȅōŜǊŎǊƛƳŜ ƛǎ ǎƛƳǇƭŜΥ ƛŦ ȅƻǳ ŘƻƴΩǘ 

mitigate the spam domains along with domains associated with a phishing or malware attack, then the 

criminals can resurrect their infrastructure and resume criminal activity. 

Interisle has observed these relationships for several years. Interisle has been reporting cybercrime 

measurements, primarily phishing and malware, for several years. As we continue to learn from the data 

we collect and the reactions or responses to our Phishing Landscape and Malware Landscape studies, 

ǿŜΩǾŜ ƻōǎŜǊǾŜŘ that many interested parties conclude from our findings that all the domain names and 

IP addresses associated with a given cyberattack are similarly tagged; for example, parties unfamiliar 

with reputation blocklists assume that the domain names used to send phishing emails and all those 

extracted from URLs in the email message body or attachments were reported as phishing domains.  

This is not always the case. Typically, several if not thousands of domains or IP addresses are used over 

the course of a cyberattack life cycle. Investigators or reputation services will report misuse of these 

names or addresses as spam, malware, phishing, or other abuses or cybercrimes, using the best 

available intelligence at the time when they detect and identify the nature of an attack. But cyberattacks 

build or evolve over time. Consider the attack depicted in the following graphic: 

https://dataprot.net/statistics/spam-statistics/
https://duo.com/decipher/emotet-malware-returns-in-high-volume-email-campaign
https://go.crowdstrike.com/2023-global-threat-report.html
https://www.ibm.com/reports/data-breach
https://www.cancer.gov/publications/dictionaries/cancer-terms/def/margin
https://interisle.net/PhishingLandscape2023.pdf
https://interisle.net/MalwareLandscape2023.pdf
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In our example, an Internet user has visited prettymatch.com  and unintentionally downloaded 

spambot malware. The domain prettymatch.com was reported as serving malware. Once installed, the 

spambot used nn12 - wyzg.club  as the sending email server. This domain was reported for serving 

spam email because the domain appeared in email message headers of the Simple Mail Transfer 

Protocol, SMTP, which is used ubiquitously to provide email services (e.g., rDNS, HELO, MAIL FROM, 

From, Reply-To, and Message-ID domains fields). The domain usps - lostparcelz.us  was extracted 

from a hyperlink (URL) in the spam message body e.g., hxxps://usps -

lostparcelz.us/signin.html . This domain was reported as a phishing domain. Applying our 

earlier analogy, all these domains fall within the positive margin of the actions necessary to mitigate 

this cyberattack to the greatest extent possible. 

In our example, the contents of the email message or web page was directly relevant to the phishing 

attack. In other cases, the spam email content may appear non-objectionable, but the underlying motive 

is often malicious. . For example, consider an email message with Subject: Hello and a message body, 

άHi, let me know if you received thisΦέ Assuming that there is no malicious attachment, it is impossible 

to know ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ ƳƻǘƛǾŜ. It could be benign, but history and field experience have shown that the 

attacker may be probing for active email account or hoping to evoke a reply. These are typically 

precursors to subsequent malicious activity; for example, the attacker may subsequently use the email 

addresses of recipients who reply as targets for a phishing or malware campaign. The important 

takeaway here is that the absence of an overt threat from a message received does not make the spam 

domain less of a threat. Thus, when mitigating or disrupting any cyberattack, it is important to act 

uniformly and quickly on all the domains and addresses reported, irrespective of whether a domain or 

address has been reported for spam, malware, or phishing.  
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Why This Study, and Why Now? 
LƴǘŜǊƛǎƭŜΩǎ Ǉŀǎǘ ǎǘǳŘƛŜǎ ƻŦ ǇƘƛǎƘƛƴƎ ŀƴŘ ƳŀƭǿŀǊŜ found that these cybercrimes increase in number, scale, 

and reach year after year. The World Economic Forum includes the cost of cybercrime among the top 10 

most severe global risks. Statistica estimates the global cost of cybercrime exceeded $8 Trillion USD in 

2022 and will near $24 Trillion USD by 2027.  

Cybercrime is worsening annually. Response is 

falling further and further behind.  

As explained in the section Background: What is 

the Cybercrime Supply Chain? criminals enjoy an 

enormous economic advantage over defenders 

and responders. They can acquire resources ς 

from domain names, addresses, hosting space, 

malicious software, phishing kits, email lists, and 

mobile numbers to access brokerages and 

launderers ς cheaply and easily from an 

expansive cybercrime supply chain.  

Combating cybercrime is an arms race where the 

cost to defend, detect, mitigate, and prosecute 

far exceeds the cost to commit crimes or attack 

nations.  

Greater coordination and cooperation are necessary in order to combat cybercrime.  

Concerted efforts to disrupt the cybercrime supply chain are needed to complement traditional 

cybercrime countermeasures (e.g., post hoc mitigation and pursuit of criminal actors). Engagement from 

private actors, law enforcement, and lawmakers is necessary to effectively disrupt cybercrime supply 

chains.  

Accurate measurements of the elements of the 

cybercrime supply chain will focus attention to 

the links in the supply chain 

where disruption can have meaningful impact 

In order to assess the potential benefit of disrupting cybercrime supply chains, Interisle collected spam, 

malware, and phishing reports from eleven publicly and commercially available threat intelligence or 

reputation services (see our list of data contributors at the Cybercrime Information Center). From these 

sources, we created over ten million unique records to measure cybercrime attacks: these records 

reflect the resources that criminals use to conduct their attacks, and by analyzing the resources used, we 

identified where criminals go to acquire these resources. We then ranked Top-Level Domain (TLD) 

https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf
https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide
https://www.cybercrimeinfocenter.org/contributors
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registries, TLD registrars, hosting providers, and subdomain resellers that represent the greatest amount 

of cybercrime activity based on raw counts and comparative metrics.  

 

This study uses LƴǘŜǊƛǎƭŜΩǎ methodology for distinguishing attacks where domain names were purposely 

(maliciously) registered by criminals from attacks that were hosted on compromised domains or web 

sites. This distinction is important because it indicates where additional prevention and mitigation 

efforts could be applied most effectively, and importantly, which operator (registry, registrar, hosting 

provider, subdomain reseller) is best positioned to implement these. The study also identifies suspicious 

registration behaviors by exposing large numbers of exact matches of registered brands encoded in 

domain names and identifying ŀ ƘƛƎƘ ƛƴŎƛŘŜƴŎŜ ƻŦ ŎŀǎŜǎ ǿƘŜǊŜ άǎŜǘǎέ ƻŦ Řƻmain names that were 

registered within seconds (in bulk), weaponized, and subsequently reported for use in cybercrime 

attacks.  

The report concludes with sets of recommended policies, legislation, and practices that the domain 

name industry, governments, and private sector should adopt to disrupt the cybercrime supply chain.  

https://cybercrimeinfocenter.org/terminology#maliciousdomain
https://www.spamhaus.org/news/article/795/weaponizing-domain-names-how-bulk-registration-aids-global-spam-campaigns
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Key Statistics and Trends  
Data collected at the Cybercrime Information Center is used for our landscape studies (see FAQ). For this 

study, there were 10,566,683 unique records covering the one-year period from 1 September 2022 to 

31 August 2023. The starting point was threat data contributed from widely used and respected threat 

data providers: the Anti-Phishing Working Group (APWG), Invaluement , Malware Patrol, MalwareURL, 

OpenPhish, PhishTank, Spamhaus, SURBL, and URLhaus. Feed data was enriched with domain 

registration, DNS, passive DNS, routing, geolocation, and other metadata from public services (WHOIS, 

RDAP) and commercial sources including Domain Tools and ZETAlytics. 

The statistics presented in this report include both absolute metrics (for example, the number of domain 

names registered in a particular TLD that appear on a blocklist) and relative metrics (such as a score, 

representing the number of those domain names as a proportion of the total number of domains 

registered in that TLD or as a proportion of the total number of domains registered via a registrar). 

Attention to this distinction is critical to understanding and properly interpreting our analyses and 

findings.  

Key statistics for this study period appear in the following table:  

Cybercrime measurements (September 2022 ƿ August 2023) 

Measurement  
Total for 
period 

Cybercrime records used for this study 10,566,683 

Unique domain names reported for serving as a resource for 
cybercrime 

4,799,546 

Maliciously registered domain names reported for serving as a 
resource for cybercrime  

2,577,865 

Unique subdomain reseller hostnames reported for hosting cybercrime  550,507 

Maliciously acquired subdomain reseller hostnames 356,252 

Total number of IP addresses associated with a reported cybercrime 4,676,242 

Subdomain resellers with hostnames reported for hosting cybercrimes  251 

Top-level domains where cybercrime domains were reported 905 

Hosting network  ASNs where cybercrime domains were reported 30,708 

gTLD registrars where cybercrime domains were reported 2,432 

All domain registrars where cybercrime domains were reported 4,382 

Countries where IPv4 addresses were reported for hosting cybercrimes  233 

Notes on the table: 

¶ Cybercrime records include unique event data for phishing, malware, and spam attacks. 

¶ Unique domains reported for serving as a resource for cybercrime includes domain reported in 

domain blocklists and domain names extracted from URLs reported in URL blocklists. 

https://www.cybercrimeinfocenter.org/faqs
https://apwg.org/ecx/
https://www.invaluement.com/
https://www.malwarepatrol.net/
https://www.malwareurl.com/
https://openphish.com/
https://www.phishtank.com/
https://www.spamhaus.org/
https://surbl.org/
https://urlhaus.abuse.ch/
https://www.domaintools.com/
https://zetalytics.com/
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¶ In addition to measuring domain names, we also measure Unique subdomain reseller host 

names reported for hosting cybercrime. This is a measurement of user accounts of frequently 

exploited subdomain services. Subdomain resellers typically assign a host name from a domain 

name that the provider owns using a third level domain of the format 

subdomain.domainname.tld Φ ¢ƘŜ άǎǳōŘƻƳŀƛƴέ ƭŀōŜƭ ƛǎ ƻŦǘŜƴ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ƴŀƳŜΦ ¢Ƙƛǎ 

ƎƛǾŜǎ ǳǎŜǊǎ ǘƘŜƛǊ ƻǿƴ άƘƻǎǘ ƴŀƳŜέ ƛƴ ǘƘŜ 5b{ ŦƻǊ ǿŜōΣ ŦƛƭŜΣ ōƭƻƎ, or other content that they 

publish.  

¶ The DNS is used to resolve domain names reported for cybercrimes to IPv4 addresses on the 

date reported. To obtain the Total number of IP addresses associated with a reported 

cybercrime, the IPv4 addresses extracted from URIBLs was included along with the IPv4 

addresses identified using name resolution (DNS). 

¶ IP geolocation data1 is used to identify Countries where IPv4 addresses were reported for 

hosting cybercrimes. 

Nearly 5 million domains were reported for 

serving as a resource for cybercrime 

We determine that 54% of the domain names found in cybercrime reports were registered purposely by 

criminals to abet a criminal act, while 65% of the subdomain reseller host names were acquired with 

malicious intent. 

Trends of Key Statistics 
During the study period, we produced approximately 850,000 cybercrime records per month, with a 

high of nearly 1.3 million records in May 2023. A breakdown by crime activity revealed: 

- 1,894,087 records of phishing activity, 
- 4,601,073 records of malware activity, and 
- 4,071,523 records of spam activity. 

 
1 Interisle uses RIPEstat geo data (per Maxmind GeoLite) to determine the countries where cybercrime activities were 

reported. To understand accuracy limitations of geolocation services, read òHow accurate are IP geolocation services?ó 

at https://blog.apnic.net/2020/09/15/how -accurate-are-ip-geolocation-services/ 

 

https://blog.apnic.net/2020/09/15/how-accurate-are-ip-geolocation-services/
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Domain Reporting 
Of the 4,799,546 domain names associated with cybercrime activity, 3,567,649 were associated with 

spam campaigns, 1,069,644 were associated with phishing attacks and 162,179 were associated with 

malware hosting or distribution. 

Spam campaigns are the largest consumers of criminal domains 

 

Address Reporting 
Nearly all the malware threat data ingested report the IPv4 addresses where malware was hosted or 

distributed. Of the 4,676,242 unique IPv4 addresses associated with cybercrime activity, 682,812 were 

associated with spam campaigns, 211,2279 were associated with phishing attacks and 3,919,5908 were 

Phishing 
domains

22%

Malware 
domains

4%

Spam 
domains

74%

3/4 of cybercrime domains 
are reported for spam
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associated with malware hosting or distribution. 137,447 IPv4 addresses were associated with more 

than one cybercrime activity. 

Cybercrime Activity 
One goal of our research is to better understand the methods that criminals use to evade detection. We 

are also interested in how quickly they use domain names that they register purposely for cybercrimes.  

To these ends, we analyzed how many days elapsed from when a domain name was registered or first 

appeared in the DNS to when that domain was reported for abetting a cybercrime.  

Where domain registration dates could not be obtained τ for example, contending with domains 

registered in ccTLDs that do not publish WHOIS data or when rate-limiting or other issues impede our 

collection of WHOIS data ς we used passive DNS data collected by ZETAlytics. Passive DNS (pDNS) shows 

when a domain name was first seen to resolve in the DNS. Thƛǎ άŦƛǊǎǘ ŀǇǇŜŀǊŀƴŎŜέ ŘŀǘŜ was used when 

no registration date is available from WHOIS. 

Time Elapsed between Domain Appearance and Cybercrime Reporting 
Reporting of phishing and spam domains shows a very fast detection from when a domain is registered 

or first detected by pDNS to when it is reported for cybercrime. This is also true for hostnames assigned 

ōȅ ŀ ǎǳōŘƻƳŀƛƴ ǊŜǎŜƭƭŜǊ ǘƻ ŀ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘΦ  

Spam and phishing domain reporting occur at about the same percentage. Approximately 84% of 

phishing domains were reported by the end of one year, which is roughly the same as the 81% observed 

for spam domains. 
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47% of phishing domains are detected within 14 days 

and 54% are detected within 30 days 

28% of spam domains are detected within 14 days 

and 33% are detected within 30 days 

11% of the 4,897,331 domains or subdomain reseller hosts for which we could determine a registration 

date or pDNS-first-seen date, were detected for abuse within the first day. And 21% were reported 

within the first 48 hours. These findings suggest that proactive or preemptive measures could 

meaningfully reduce cybercrime activity, for example,  

TLD registries or registrars can take proactive measures to disrupt the supply chain. These operators 

are in the best position to identify and block attempts for spam and phishing domains at the time of 

registration. In some cases, these measures that are currently employed to blocklist phishing and spam 

domains can be employed. 

Registrars can monitor and investigate bulk registrations, particularly where a single registrant can 

purchase dozens, hundreds, or thousands of registrations from a single account in a single session in a 

matter of minutes. This is atypical registration behavior and even an automated examination of the 

domains the registrant seeks can be used to determine that the registration has a high probability of 

being used for a cybercrime. With such measures in place, the registrar can refuse to register domains 

that are suspiciously composed, for example, domain names that are suspiciously long, include an 

excessive number of hyphens or numbers, include brands (or brand similarities), or have observably 

suspicious composition patterns.  

The study data set shows thousands of suspiciously composed domains that are registered in bulk, for 

example:  
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Examples of suspiciously composed domains  
registered in bulk  

Reported for phishing within 
one day of appearance 

(part of a larger set) 

Reported for spam within 
one day of appearance 

(part of a larger set) 

Reported for malware within 
one day of appearance 

(part of a larger set)  

tools - usps . ink  a316tom . com atendimentowl . com 

tools - usps . cloud  a318tom . com atendimentobk . com 

tools - usps . tech  a319tom . com atendimentobs . com 

tools - usps . chat  a320tom . com atendimentopt . com 

tools - usps . site  a321tom . com atendimentosx . net  

tools - usps . xyz  a322tom . com atendimentoht . com 

tools - usps . icu  a323tom . com atendimentokz . com 

tools - usps . ltd  a316tom . com atendimento fb . com 

 

In the table, the set of domains reported for phishing illustrates that criminals can trivially acquire 

domain names with exact matches of brands (here, ΨǳǎǇǎΩ ŎƻƳƳƻƴƭȅ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ United States 

Postal Service). The spam set illustrates a commonly employed technique where domains names contain 

sequential patterns. The malware set illustrates a pseudo-random name generation technique. 

Measures that prevent suspicious compositions of these kinds (or delay registration until an appropriate 

use is demonstrated), especially when domain names are registered in volume, are essential to be able 

to disrupt the supply chain.  

If they can be identified post hoc through automation, they can be implemented prior to accepting and 

processing a domain registration. 
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Cybercrime Activity Across the Domain Name Space 
According to Domain Tools, at the end of August 2023, there were over 342 million registered domains 

in the global domain name space. We identified domains reported for cybercrime activity in 906 of the 

approximately 1,550 existing TLDs during the current study period. 

For our studies, we divided the overall domain name space into four categories: 

ω the .COM and .NET registries, operated by Verisign, representing 50% of the domains in the 

world, 

ω the country-code domains (ccTLDs) representing 36% of the domains, 

ω the legacy generic TLDs ς those other than .COM and .NET and introduced before 2013, e.g., 

.ORG, .BIZ, .INFO ς representing 5% of the domains, and 

ω the new gTLDs introduced from 2014 to the present (e.g., .TOP, .LIVE, .REST, .SUPPORT, .CYOU) 

representing the remaining 9% of the domains. 

We examined the domains reported for cybercrime activity to see how they were distributed across the 

domain name space. Our data show that cybercrime activity does not track with market share.  

            

  

Legacy TLDs 
.COM and .NET represent 50% of the market share, with roughly 171.7 million domains registered per 

our data set. The 1.9 million domains reported for cybercrime activity in .COM and .NET represent only 

39% of cybercrime activity overall. The legacy TLDs (not including .COM and .NET) have a slightly higher 

percentage of domains reported for cybercrime activity than their market share.  

ccTLDs 
The ccTLD space has 36% market share, with roughly 123.5 million domains registered per our data set. 

With nearly 1.3 million domains reported for cybercrime activity, about 1% of the ccTLD space is 

associated with cybercrime, representing 27% of the overall reported domains. 

For the 231 ccTLDs for which we have cybercrime records, only 107 had a minimum of 25,000 registered 

domains and at least 25 cybercrime domains. In this set, 

¶ the top 5 account for 45% of the cybercrime domains in ccTLDs, 

¶ the top 10 account for 65%, 

¶ the top 25 account for 86%, and 

¶ the top 58 account for 95%. 


