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Executivesummary

Three cybercrimeg malware, spam, anghishingg are a collective plague on society and economies

worldwide. Malwarecan infect any device connected to a network. Malware attacks are criminal or

nation-state activities tlat cost governments, corporations, and individuals hundreds of billions of
dollarseveryyeam | f 6 NB 6ao2Gaé¢0v aSyR aLly YSaal3aSas 2LISNI
accounts or compromised devicdhese bots provide delivery methods for messages tlontain lures

to phishing pages or malware download sites. Modern day spam is rarely benign: as a delivery system,

spam is almost alwayscmponent of asubsequent cybercriminal activitiPhishing attackkire victims

to web sites that appear to be runy a trusted entitybut are in factcontrolled by a criminadefraudng

millions of Internet users every year.

Taken together, these cybercrimbave globaimpact.Cybercriminals routinelgxploit Internet
resources to launctheseattacks affectingconsumers, businesses, and econongjexbally They are
pervasive anaontribute to a lack of consumer trust in onliservices, which in turn creates a drag on
economic opportunity.

Criminalswho perpetrate these cybercrimes enjoy an enormous economic advantage over defenders
and responders. They can acquire resources from an oajibercrime supply chaimhere everything

from phishing kits and malicious software, email lists and mobile nusplgemain names and Internet
addresses, and places to host attacks ateeadily and cheaply available.

{eadsSya gFNFINB Aa | adNydS3e GKIFG FGGSYmsa G2 RA
report contendshat applying a similar stragy to mitigate cybercrime can be effectivdowever, to

employ such a strategy requires the abitityaccurately measure particular elements of the cybercrime

supply chainMeasurementgollected by Interisle and presented in this repfatus attentionon the

links in the supply chain where disruption can have meaningful impact.

For this studylinterisle collected malware, spam, and phishing reports from eleven publicly and
commercially available threat intelligence or reputation servio@gering a ong/ear period From these,

we identified the Internet naming, addressing, and hosting resources that criminals use to conduct over
10 million cybercrime attacks and where criminals went to acquire these attack resources. We then
ranked TopLevel Domain (T Degistries, TLD registrars, hosting providers, and subdomain resellers
that criminals most frequently exploited to obtain resourcesngboth raw counts and comparative
metrics.

Interislemeasured and identified distinct and persistent patterns of eitption and abuse over ane-
yearperiod. While some of these patterns are familiar to cybersecurity practitioners and law
enforcement, our data revealed the widespread existence of some less popularly known exploitations of
domain registration and hostinservices. The findings from this study underscore a previous Interisle
finding, that the prevailing uncoordinated and ineffective attempts to curb cybercrime are not working,
and that new strategies are required. The recommendations explain how coogerptoactive, and
crosssector efforts by governments, private sectand public policy communities could disrupt the
cybercrime supply chain.
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Our data show that:

Nearly 5 million domains were reported for serving as a resource for cybercrim

Spam cenpaigns are the largest consumers of criminal domaimge-quarters of the domain names
used in cybercrimes were identified as spam domains.

Cybercriminaloften quickly use domain names they register for cybercrimes

47% of phishing domains areported within 14 days and 54% are reported within 30 days.
28% of spam domains are reported within 14 days and 33% are reported within 30 days.

New gTLDs continue to provide a greenfield opportunity for cybercrime activity

Over 1 million domaingerereported for spam activityrom September 2022 to August 2023handful
of the newgTLDs account for most of the cybercrime activity. The five most exploited new gTLDs
account for 46% of the cybercrime domaneported across alhew gTLDs

Subdomain resedlr services have become even more attractive as free domain

registrations from operators like Freenom become scarce

Over 500,000 subdomain hostnames were reported for serving as resources for cybercrime at 229
subdomain resellers.

Criminals exploit bulk rgistration services to acquire domain names for cybercrim

Over 1.5 million domainames exhibited characteristics of malicious bulk domain registration behavior.
Bulk registrations accounted for osikird of the malicious domain registrations reported ferving as
resources for cybercrimes.

Brand infringement is commonplace in domains registered

by criminalsto perpetrate cybercrimes

Exact matches of a brand name appeared in 206,040 cybercrime records, 169,835 domain names, and
22,679 subdomaineseller host names.

The United States had the most IPv4 addresses reported for serving as resourcs

cybercrime activity. China, India, Australia, and Hong Kong rounded out the top|

China and the United States accounted for 7 of the 10 hosting nesatbek hosted the most malware.
Combiningspam, phishing, and malware records in this study, China and the United States accounted
for 8 of 10 hosting networks with the highest cybercrime activity.

Cybercrime Supply Chain Rep2d23 October2023



BackgroundwWhat is the Cybercrime Supply Chain?

Cybercrininals acquire resources faralwareattacks spam,and phishing campaigris several ways.
The supply chain for a cyberattack typically involves the acquisition of several resources:

w ¢e! /Y avYL¢¢e
For phishing, this is often a set of files and scripts that allows the phisher to
impersonate a brand. Many kits include web forms where Internet users are lured
OBTAIN to sites impersonating a known organization. Victims are duped into submitting
ATTACK their access credentials or personal data. Such kits can be found on social media
KIT sites, public repositories, or found on dark or deep web sites. Spammers similarly
acquire kits that include a mail server and the means to compose simple email
messages that deliver phishing, scam, or malware URLs or malicious attachments

WTARGETS
Some cyberattacks cast a wide net. For these, attackers may use markets where
mail lists can be purchased or they may use email scraping tools to create their own
lists to spam, phish, or bait malware. For sophisticated attg&fsear phishing,
ACQUIRE network infiltration, data exfiltration, or business email compromisstackers
TARGETS O2yYRdzOU NXBAaSINOK 02 ARSYuUATeée KAIKEE& LINRTI
sensitive and highly marketable data

wDOMAIN OR HOST NAMES

Attackers often register domain names for fake web sites, email servers, or file
services. They may use the names of web sites where they have gained
FRYAYAAUNI G§ABS O2yGNRE 2N I OO02dzyda I
ACQUIRE GKSNBE (GKS | 002dzyi ylYS aSNwsSa Fa | adzmo
DOMAIN OR e.g, amazonsecuredateupdate.duckdns.org . Note that certain malwatre,
ROIRNVAISE  especially loaders, download additional software components by establishing
connections to a computer or device using an IP address, so in this case domain
names and name resolution are unnecessary.

N.X
2 )

wWHOSTING
Attackers have several options for hosting: use compromised cloud accounts, use
ASNISNE 2NJ RSOAO0SAa 6KSNB (KSeQ@S 3IFAYSR |
system services, or use free or cheap hosting or cloud servic@scertain hosting,
H(I)Aé:T?ll\lJé;Rng they bind domain names that they register to the IP address of the host. For
subdomain services, the user account name typically resolves to the service
LINE GARSNDR&E Lt | RRNBaao

wWBROKERS OR MARKETS
Most cybercrimes are feprofit enterprises, so attackers monetize data that they
illicitly obtain through secondary fraud servicesy, mules, cryptocurrencies, or
online marketplaces). Some attackers (access brokers) sell credentials or access
methods of organizations whose networks they have compromised to other threat
actors.

Cybercrime Supply Chain Rep2023 October2023



The Focus of This Report
This repors focuseson measurements for the name and addressing resources that criminals employ to
conduct illicit acts. Studies of attack kits, target acquisition techniques, and monetization of criminal
proceeds are beyond the scope of this studljith respect to names and adibsescriminals can

choose fronthree different supply chais:

Supply chain includes registrars, TLDs, and hosting

Criminals choose domain
registrass, register domain
names in a TLDandupload
fake or malicious contertb
hosting resourcesf cloudor
web hosting providers.

Select
Hosting
Provider

Select
Registrar

Supply chain includes subdomain resellers and hosting

Qriminalscreate accounts at
Select (Hosting subdomainresellers use the
Subdomain Provider account nameashost names
Reseller implicit) and upload fake or malicious
content tothe hosting
resources ofhe reseller

Hosting

Criminals do not use domain
names or host names but
construct hyperlinks for their
content using IP addresses
that they obtain from their
hosting providers
(predominantly seen with
malware).

Select

Hosting
Provider

This reportexamines eachof thesedifferent styles of supply chain terms of the number of cybercrime
records associated with each combinatidinese measurementhow thatcriminals enjoysupply chain
flexibility, and that the means or efforts wisruptthe chainamay involve dierent parties.
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Introduction

Three cybercrimeg malware,phishing, andgpant, are a collective plague on society and economies
worldwide.

Malware (malicious softvare) can infect or compromise any device connected to a network. Malware is
an organized crifmal or nationstate activity that costs governments, corporations, and individuals
hundreds of billions of dollars every year. Criminals use malware to perpetrate identity theft or
financial fraud lfanking trojan¥ to steal information or extort fundsgnsomware, or to remotely
control compromised devices. Criminals or hostile state actors use malware to estabiigyal,
persistent network presence for surveillanckta theft or destructionor to inject malicious
content into brums or social media.

Phishingdefrauds millions of Internet users every year. Phishing attarks/ictimsto web sites that
appear to be run by a trusted entityut are in factcontrolled by a criminal. The phishing page
persuade a victim to providenformation that the phisher can use to steal money directly or obtain
credentials that can beold to other criminalsThe2022 annual reporby the U.S. Federal Bureau of
LYy@SaidAaaridArzyQa LYGSNYSaGd / NARAYS /2YLX FAYyG / SydaSN
reporting losses of $52 million in the U.S. alone.

Spamis a notorious consumer of Internet resourceD#&aProt studfound that spam emails
accounted for more than 56% of all emails sent in 2@3tatistica survel]NB LJ2 NI &$of G K| {1 a
January 16, 2023, the country with the highest number of spam emails sent within one day
worldwide was the United States, with around eight billion. Ranking seconithiathdvere Czechia
and the Netherlands, with 7.7 billion, and 7.6 billion, respecté/8lyamis often wrongly dismissed
as unsolicited commercial emails or texts that are benign. But very little spam is truly b&pan.
is commonly transmitted from bstoperating from cloud or hosting service accounts of
compromised devices that host malware (spambots). Spambots are malware, installed without
consent. The bot itself and the thousands of emails each bot emits consume CPU, RAM, bandwidth,
and storage frontt KS a2 dzNOS 2F (Nl yavYArAaarzy G2 GKS aLl Yy NJ

Largeorganizations typicallizave expert resources at their disposal to identify and defend agspash,
malware, and phishingttacks Snall businesses, community organizations, small mualities, and
average consumers do ndtarge organizations and brands are harmed when they are impersonated in
cyberattacks, but theverage citizen, thinternet end usersuffers from these attackas well While

large organizations might have resoureasl knowledge to report incidents of spam, malware, and
phishing attacks, the average person has no understanding of how or where to report such incidents,
even if they could determine that there were incidents to repémtaddition to costs associatedttvi
directvictimization, consumers pay higher prices for services when businesses must cover losses
stemmingfrom attacks that employ malware, spam, aphishing.

Taken together, these attacks and incidents impact globallygtbleal economy suffers as WeThe
routine exploitation of Internet resources used Gybercriminals to launch phishing attacks negatively
impacts consumers, businesses, and economvimédwide. Pervasive phishing and other cybercrimes
contribute to a lack of consumer trust in orgiservices, which in turn creates a drag on economic
opportunity.
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Cybercrimes are Highly Intertwined

The relationships among malware, spam, and phishing are numerousiaerde DataProtreports that
0Scams and fraud comprise only 2.5% of all spam emails; however, phishing statistics indicate that
identity theft makes up 7380Tthe Emotebanking trojan malware was distributed in Excel attachments
using ahighrvolume email distributionPhishing now rivals malwages a primary means of illegal access.
The2023 CrowdsStrike Global Threat Repuotes that 71% of illegal access and persistent presence in
victim networks were malware free: attackers are abusing valid credentials more than ever, and they are
obtaining thesecredentialsthrough phishing attacks. TH#22 IBM Data Breach Repedtimated that

the average recovery cost from a data breach where phishing was the initial attack vector, was nearly
$4.45 million.Treating any of these cybercrimes as nobjectionable or devoting less attentiors akin

to leaving untreatd cancer cells that a pathologist finds at the edgeparsitive margirof a tissue,

which indicate that all of the cancer was notremned.¢ KS | yI £ 23 (2 O20SNONAYS
mitigate the spam domains along with domains associated with a phishing or malware attackyehen t
criminals can resurrect their infrastructure and resume crimataivity.

Interisle has observed these relationships for several yéatexislehasbeen reporting cybercrime
measurements, primarily phishing and malwda severalyears. As we continue to learn from the data
we collect and the reactions or responses to Blishing Landscafnd Malware Landscapstudies,
$SQ@S 2itkabnahdh&iested parties conclude from our findings that all the domain names and
IP addresses associated with a given cyberattack are similarly tagged; for exaants, unfamiliar

with reputation blocklistassume that the domain names used to dgahishing emails and all those
extracted fromURLSs in themail message body or attachments were reported as phishing domains.

This is not always the case. Typically, several if not thousands of domains or IP addresses are used over
the course of a cybattack life cycle. Investigators or reputation services will report misuse of these
names or addresses as spam, malware, phishing, or other abuses or cybercrimes, using the best
available intelligencat the time whenthey detect and identify the nature @n attack. But cyberattacks

build or evolve over time. Consider the attack depicted in the following graphic:
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Domain names reported as malware, spam, and phishing used for a single phishing campaign

‘‘spambot” malware emails are relayed emails are delivered victims submit

downloaded from from source through to1000s of recipients. credentials to web

prettymatch.com Internet mail servers. Recipients who are form at fake site
uses the domain These containa tricked click the usps-lostparcelz.us
nn12-wyzg.club phishing luretoa URL to visit

to send phishing fake site hosted at usps-lostparcelz.us
emailtoa usps-lostparcelz.us
list of recipients

They collectively abet criminal acts including illegal access, misuse of device,
data or system interference, computer related fraud and data theft...
All three must be mitigated as cybercrime domains to disrupt the phishing campaign

In our example, an Internet user has visiteditymatch.com  and unintentionally downloaded
spambot malware. Tdhdomainprettymatch.comwas repated as serving malware. Once installed, the
spambot usednl12 - wyzg.club as the sending email server. This domain was reported for serving
spam email because the domain appeareérimail message headers of the Simple Mail Transfer
Protocol SMTP, which igsed ubiquitously to provide email servicesy, rDNS, HELO, MAIL FROM,

From, RepiTo, and Messagl domains fields)T’he domairusps - lostparcelz.us was extracted
from a hyperlink (URL) in the spam message ®dyhxxps://lusps -
lostparcelz.us/signin.html . This domain was reported as a phishing domapplying our

earlier analogy, all these domains fall within the positive margin of the actions neagg to mitigate
this cyberattack to the greatest extent possihle

In our example, the contents of the email message or web page was directly relevant to the phishing
attack. In other cases, the spam email content may appearaijectionable, but the unddying motive

is often malicious. For examplegonsideran email message witBubject: Helland a message body

oHi, let me know if you received thiB Assuming that there is no malicious attachments impossible
toknowidi KS I G 41 Ot SNdba begh,ibihidtSry and field experiendeave shown thathe
attacker may be probing for active email account or hoping to evoke a.répgse argypically

precursors to subsequent malicious activity; for example ati@ckermay subsequently use the email
addresses of recipients who rep@g targets foa phishing or malware campaighhe important

takeaway here is thathe absence of an overt threlibm a message receivatbes not make the spam
domain less of a threafThuswhen mitigating or disrupting any cyberattack, it is important to act
uniformly and quickly on all the domains and addresses reported, irrespective of whether a domain or
address has been reported for spam, malware, or phishing.
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Why This Studygnd WhyNow?
LYGSNRatsQa LI ad

& ( digidd $hat these cyhdrcrimigicreasdin uyikiRr, sedlef ¢ | N

and reach year after yeafhe World Economic Forum includes the cost of cybercrime amongphE)
most severe global riskStatisticaestimates the global cost of cglrrime exceeded $8 Trillion USD in

2022 and will near $24 Trillion USD by 2027.

Cybercrime is worsening annually. Response is
falling further and further behind.

As explained in the sectidackgroundWhat is
the Cybercrime Supply Chagnitninals enjoy an
enormous economic advantage over defenders
and responders. They can acquire resouiges
from domain names, addresses, hosting space,
malicious software, phishing kits, email lists, and
mobile numbers to access brokerages and
launderersg cheaply and easily from an
expansive cybercrime supply chain.

Combating cybercrime is an arms race where the
cost to defend, detect, mitigate, and prosecute
far exceeds the cost to commit crimes or attack
nations.

Cybercrime Expected To
Skyrocket in the Coming Years

Estimated cost of cybercrime worldwide
(in trillion U.S. dollars)

(f\

23.82
20.74
17.65
14.57
11.50

2.95
086 116

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027
As of November 2022, Data shown is using current exchange rates.

Sources: Statista Technology Market Outlook,
National Cyber Security Organizations, FBI, IMF

statista %a

Greater coordination and cooperation anecessaryn orderto combat cybercrime.

Concerted efforts to disrupt the cybercrime supply chain are needed to complement traditional
cybercrime countermeasures.g, post hoc mitigation and pursuit of criminal actors). Engagement from
private actorsjaw enforcement, and lawmakers is necessary to effectively disrupt cybercrime supply

chains.

Accurate measurements of the elements of the

cybercrime supply chain will focus attention to
the links in the supply chain

where disruption can have meaningful ipact

In order to assess the potential benefit of disrupting cybercrime supply cHatessle collected spam,
malware, and phishing reports from eleven publicly and commercially available threat intelligence or
reputation services (see our list of datantributorsat the Cybercrime Information Center). From these
sources, we createdver tenmillion uniquerecordsto measure cybercrime attacks: these redsr

reflect the resources that criminals use to conduct their attacks, and by analyzing the resources used, we
identified where criminals go to acquire these resources. We theked TopLevel Domain (TLD)
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https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf
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https://www.cybercrimeinfocenter.org/contributors

registries, TLD registrars, hosting providers, suodomain resellerthat represent the greatest amount
of cybercrime activity based aaw counts and comparative metrics.

This study usek y (i S Nktofo®@far distinguisingattacks where domain names were purposely
(maliciouslyyegistered by criminals from attacks that were hostedammpromised domains or web

sites. This distinction is important because it indicates where additional prevention and mitigation

efforts could be applied most effectively, and importantly, which operator (registry, registrar, hosting

provider, subdomaimeselle) is best positioned to implement thes€he studyalsoidentifies suspicious

registration behavia by exposingarge numbers of exact matches of registered brands encoded in

domain namesind identifying KA IK AY OARSYy OS 2MainGameSEatwer SNBE ¢ aSia
registered within seconds (in bulkyeaponizedand subsequently repted for use in cybercrime

attacks.

Thereport concludes with sets of recommended policies, legislation, and practices that the domain
name industry, governments, and private sector should adopt to disrupt the cybercrime supply chain.
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Key Statistics antrends
Data collected at the Cybercrime Information Centeusedor our landscape studies (s€€\Q. For this
study, there were10,566,683 unique records covering thee-yearperiod from 1 September 2022 to
31 August 2023The starting point wathreat datacontributedfrom widely used and respected threat
data providers: the AntPhishing Working Group\PWJ, Invaluement, Malware PatrolMalwareUR|
OpenPhishPhishTankSpamhausSURBlLandURLhausFeed datawas enrichedvith domain
registration, DNS, passiBNS, routing, geolocation, and other metadata from public servité$J1$S
RDAP) and commercial sources includiagnain Tooland ZETAlytics

The statistics preseatlin this report include both absolute metrice( example the number of domain
names registered in a particular TLD that appear on a bltcaiig relative metricssuch as score,
representing the number of those domain names as a proportion of the total number of domains
registered in that TLDr as a proportion of the total number of domains registered via a regjstrar
Attention to this dstinction is critical to understanding and properly interpreting our analyses and
findings.

Key statistics for this study peri@gppearin the following table

Cybercrime measurements (September 2022 p August 2023)

Total for
Measurement :
period

Cybercrime records used for this study 10,566,683
Unique _domam names reported for serving as a resource for 4.799 546
cybercrime
Maliciously registered domain names reported for serving as a

. 2,577,865
resource for cybercrime
Unigue subdomain reseller hostnames reported for hosting cybercrime 550,507
Maliciously acquired subdomain reseller hostnames 356,252
Total number of IP addresses associated with a reported cybercrime 4,676,242
Subdomain resellers with hostnames reported for hosting cybercrimes 251
Top-evel domains where cybercrime domains were reported 905
Hosting network ASNs where cybercrime domains were reported 30,708
gTLD registrars where cybercrime domains were reported 2,432
All domain registrars where cybercrime domains were reported 4,382
Countries where IPv4 addresses were reported for hosting cybercrimes 233

Noteson the table

1 Cybercrime recordmcludeuniqueevent data forphishing, malware, and spaattacks

1 Unique domaingeported for serving as a resource for cybercrimeludes domain reported in

domain blocklisteanddomain names extracted from URLs reported in URL blocklists
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https://www.cybercrimeinfocenter.org/faqs
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1 In addition to measuring domain names, ago measuré&Jnique subdomain reseller host
names reported fohosting cybercrimeThis is a measurement of user accounts of frequently
exploited subdomain services. Subdomagrellerstypically assign a host name from a domain
name that the provider owns using a third level domain of the format
subdomain.domainnametld ® ¢KS a & dzo R®BEAYKa 2FGSYy GKS dza SN
IAPSEa dzaSNER GKSANI 246y &K2 a,irofhdr dosént thattheyi KS 5b{ F
publish.

9 The DNSs usedo resolve domain names reported for cybercrimes to IPv4 addresses on the
date reported. © obtain theTotal number of IP addresses associated with a reported
cybercrimethe IPv4 addresses extracted from URNB&S includé along withthe IPv4
addresses identified using name resolution (DNS).

1 IP geolocation datds usedo identify Countrieswhere IPv4 addresses were reported for
hosting cybercrimes

Nearly 5 million domains were reported for
serving as a resource for cybercrime

We determine that 54% of the domain names found in cybercrime reports were regigiarpdsely by
criminalsto abet a criminal actwhile65% of the subdomain reseller host names were acquiritial
maliciousintent.

Trends of Ke§atistics
During the study period, we produced approximately 850,000 cybercrime records per month, with a
high of nearly 1.3 millionecords in May 2023. A breakdown by crime activity revealed:

- 1,894,087ecords of phishing activity,

- 4,601,073ecords of malware activity, and

- 4,071,523ecords of spam activity.

! Interisle uses RIPEstat geo data (per Maxmind GeolLite) to determine the countries where cybercrime activities were
reported. To understand accuracy limitations of geolocation services, readdHow accurate are IP geolocation serviceg?
at https://blog.apnic.net/2020/09/15/how _-accurate-are-ip-geolocation -services/
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3/4 of cybercrime domains
are reported for spam

Phishing
| domains

22%

\ Malware
domains

4%

Domain Reporting

Of the 4,799,546 domain names associated withercrime activity, 3,567,649 were associated with
spam campaigns, 1,069,644 were associated with phishing attacks and 162,179 were associated with
malware hosting or distribution

Spam campaigns are the largest consumers of criminal domains

Domain Records by Cybercrime Type

1,000,000
900,000
800,000
700,000
600,000
500,000
400,000
300,000

200,000
100,000
0

Sep-22 Oct-22 Nov-22 Dec-22 Jan23 Feb-23 Mar23 Apr-23 May-23 Jun23 Jul-23 Aug-23

H Spam
Malware
m Phishing

Address Reporting

Nearly all the malware threat data ingestreport the IPv4 addresses where malware was hosted or
distributed. Of the4,676,242 unique IPv4 addresses associated with cybercrime adi@y312were
associated with spam campaigrg,1,2279vere associated with phishing attacks e31819,5908vere
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associated with malware hosting or distributidk87,447 IPv4 addresses were associated with more
than one cybercrime activity.

CybercriméActivity
Onegoal of our research is to better understand the methods that criminals use to evade detabtion
are also interested ihow quicklythey use domain namesat they register purposely for cybercrimes.

To theseends, we analyzed how many days elapsed frohen a domain name was registered or first
appeared in the DN® when that domain was reported for abetting a cybercrime.

Wheredomain registration datesould not be obtained for example, contenithg with domains

registered in ccTLDs that do not psblWHOISataor when ratelimiting or other issues impede our

collection ofWHOIS datg we usedpassive DNS data collected by ZETAlytics. PassivggDNSshows

when a domain name was first seen to resolve inthe OINBA & FA NB i I wak dSetdwhény OS¢ R i
no registration date is available from WHOIS.

Time Elapsed between Domain Appearaarog Cybercrime Reporting

Reporting of phishing and spam domains shows a very fast detection fromanti@mainis registered

or first detected by pDN® when itis reported for cybercrimeThis is also true for hostnames assigned
0@ | adzR2YIFIAYy NBaStftSNI G2 | dzaSNRa I 002dzy i

Spam and phishing domain reporting occur at about the same percermageoximately84% of
phishing domains were reported by the end of grear,whichis roughly the same as ttf81%observed
for spam domains.

. Cumulative % - Number of Days from First Seen to Abuse
Early detection and

reporting of — Phishing
cybercrime
domains minimizes
harms or losses.

Malware

-— SpAM

Preventing
malicious
registrations
would further
reduce harms
or losses
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47% of phishing domains ametectedwithin 14 days
and 54% araletectedwithin 30 days

28% of spam domains are detected within 14 days
and 33%are detectedwithin 30 days

11% ofthe 4,897,331 domains or subdomain reseller hosts for which we could determine a registration
date or pDNSfirst-seen datewere detected for abuse within the first dafnd 21% were reported

within the first 48 hoursThese findingsuggest that proactiver preemptive measures could

meaningfully reduce cybercrimeetivity, for example,

TLD registries or registrars can take proactive measures to disrupt the supply chhase operators
arein the best positiorio identify and block attempts for spam amthishing domainat the time of
registration In some cases, these measures that@ugrently employed to blocklist phishing and spam
domainscan be employed

Registrarscanmonitor and investigate bulkegistrations particulaty where asingleregistrantcan
purchasedozens, hundreds, or thousands of registrations from a single accoursingle session in a
matter of minutes This is atypical registration behavior and even an automated examination of the
domains the registrant seeks can bedgo determine that theegistration has a high probability of
being used foa cybercrimeWith such measures in pladbge registrar camefuse to register domains
that are suspiciously composedor exampledomain names that arsuspiciously long, itede an
excessive number of hyphens or numbers, include brands (or brand similarities), or have observably
suspicious composition pattesn

The studydata set shows thousands of suspiciously composed domains that are registered in bulk, for
example:
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Examples of suspiciously composed domains
registered in bulk

Reported for phishing within
one day of appearance
(part of a larger set)

tools - usps. ink
tools - usps . cloud
tools - usps . tech
tools - usps. chat
tools - usps. site
tools - usps . xyz
tools -usps.icu

tools -usps. Itd

Reported for spam within
one day of appearance
(part of a larger set)

a3l6tom
a318tom
a319tom
a320tom
a321ltom
a322tom
a323tom

a3l6tom

. com

. com

. com

. com

. com

. com

. com

. com

Reported for malware within
one day of appearance
(part of a larger set)

atendimentowl
atendimentobk
atendimentobs
atendimentopt
atendimentosx
atendimentoht
atendimentokz

atendimento fb

. com

. com

. com

. com

. het

. com

. com

. com

In the table, the set of domains reported for phishing illustrates that criminals can trivially acquire

domain names with exact matches of brands (h&¥elza LJA Q 02 YY 2y f
Postal ServiceY he spam set illustrates a commoeiyployed technique where domains names contain

& UhitédSeaesh I G SR

sequential patterns. The malware set illustrates a psetat@lom name generation technique.

Measures that prevent suspicious compositions of these kinds (or delay registration until an appropriate

use isdemorstrated), especially whedomain names areegistered in volumeare essential tdve able

to disrupt the supply chain.

If they can be identifiegpost hocthrough automation, they can be implementgdior to accepting and

processing a domain registration
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Cybercrime Activibicross the Domain Name Space
According to Domain Tools, at the end of August 2023, there were3@2&million registered domains

in the global domain name space. We identified domains reported for cybercrime activity in 906 of the
approximately 1,50 existing TLDs during the current study period.

For our studies, we divided the overall domain name spaitefour categories:

w the .COM and .NET registries, operated by Verisign, representing 50% of the domains in the
world,

w the countrycode domains (ccTLDs) representing 36% of the domains,

w the legacy generic TLR$hose other than .COM and .NET and introdlibefore 2013¢.g,
.ORG, .BIZ, .INFEQ®epresenting 5% of the domains, and

w the new gTLDs introduced from 2014 to the preseng(.TOP, .LIVE, .REST, .SUPPORT, .CYOU)
representing the remaining 9% of the domains.

We examined the domains reported forlgrcrime activity to see how they were distributed across the
domain name spac®ur data show that cybercrime activity does not track with market share.

Legacy TLDs

.COM and .NET represent 50% of the market shaith roughly171.7million domains registered per

our data setThel.9million domainsreported for cybercrime activitin .COM and .NET represent only
39% of cybercrime activityverall The legacy TLDs (not including .COM and .NET) have a slightly higher
percentage of domias reported for cybercrime activity than their market share.

ccTLDs

The ccTLD space ha898 market share, with roughy23.5million domains registered per our data set.
With nearly1.3 million domainsreported for cybercrime activityabout1% of the c&LD spaces
associated with cybercrime, represémy 27% of the overall reported domains.

For the 231 ccTLDs for which we have cybercrime recantly107 had a minimum 025,000 registered
domains and at least 25 cybercrime domains. In this set,

1 thetop5 account for 45% of the cybercrime domains in ccTLDs

1 thetop 10 account for 65%

1 thetop 25 account for 86%and

1 thetop 58 account for 95%
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