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What happens in M3AAWG stays in M3AAWG 
• What occurs here cannot be shared outside the membership without the written permission of 

the Executive Director, unless we state the specific session is open to the press and social 
media.

• See the M3AAWG Meeting Policy at www.m3aawg.org/MeetingPolicy 

Treat Everyone with Respect
• Treat all attendees respectfully in and out of sessions. No less will be tolerated. 
• See the M3AAWG Conduct Policy at https://www.m3aawg.org/conduct-policy
You agreed to these policies when you registered for the meeting.
For questions, please contact Amy Cadagin at amy@m3aawg.org  

Contribute to a Productive Meeting
• Please silence all electronic devices; be courteous to those listening to the presentations
• DO NOT LEAVE YOUR BELONGINGS UNATTENDED. Be aware and cautious at all 

times

M3AAWG is a Trusted Environment

http://www.m3aawg.org/MeetingPolicy
https://www.m3aawg.org/conduct-policy
mailto:amy@m3aawg.org
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Reminders for Our Worldwide Friends
All meeting content is confidential:  No photos, no video, no recording. 

Reach out to room monitor staff with questions. 

Todo el contenido de la reunión es confidencial: No está permitido sacar fotografías ni grabar vídeo o 
audio. Consulte con el personal si tiene alguna pregunta. 
Der gesamte Inhalt des Meetings ist vertraulich:  Keine Fotos, kein Video, keine Tonaufzeichnung. Bei 
Fragen wenden Sie sich an die Mitarbeiter. 

L’ensemble du contenu de la réunion est confidentiel : les photos, vidéos et enregistrements sont interdits. 
Pour toute question, demandez conseil au personnel. 

会議の内容はすべて機密扱いです。 写真やビデオの撮影、録音は禁止されています。質問がある方は、スタッフ
までご連絡ください。 

所有会议内容均为保密信息：禁止拍照、录像、录音。如有疑问，请咨询职员。 
회의에서 다루는 모든 내용은 기밀입니다. 사진 및 동영상 촬영과 녹음은 금지됩니다. 질문이 있으시면 
직원에게 문의해 주십시오. 
Все содержимое собрания является конфиденциальным: нет фотографий, нет видео, нет записи.
Смотрите сотрудников с вопросами.
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Code of Conduct
M3AAWG is dedicated to making our meetings and business open to all members and guests and to 
making it a safe place for all. We do not tolerate harassment of any kind. 

We insist that all participants, attendees and meeting staff adhere to a civil demeanor at all times. This includes 
refraining from inappropriate language, comments and behavior, in person or by electronic communications 
and/or public or semi-public social media. In accordance with applicable law, M3AAWG prohibits sexual harassment 
and harassment because of race, color, gender, age, religion, disability, sexual orientation or any other basis protected by 
federal, state or local law.
Participants, attendees and meeting staff who are being harassed, intimidated, or are dealing with otherwise 
improper behavior are encouraged to report it immediately to the Executive Director or 
a Board member without fear of repercussion. 
Alternate methods of reporting issues include: contacts listed on the back of your badge, email to the Executive 
Director, amy@m3aawg.org, or if needed, calling the local police department.
Anyone who is found to be in violation of this policy may be handled in any one or more of these methods, depending on 
the offense: Warning, Expulsion, Contacting of employer, or Contacting the police or 
other legal authorities. Actions stronger than a warning will be taken at the discretion of the M3AAWG Board of Directors.

M3AAWG reserves the right to remove any participant or attendee at any time for any reason.

The policy also extends outside of the meeting rooms to include all areas of the 
meeting hotel and social gatherings sponsored by M3AAWG or M3AAWG member 
organizations.
Note: You can download this file at https://www.m3aawg.org/conduct-policy

mailto:amy@m3aawg.org
https://www.m3aawg.org/conduct-policy
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Conduct Violations - Reporting 

If You Feel Unsafe: Touching or physical contact of any kind that is unwanted or Physical or verbal 
threats of any kind

1. Contact Local Law Enforcement: In Brooklyn call 911
2. Once you are safe, contact M3AAWG Executive Director or designated Board Officer 
3. During the night out, go to the designated Staff table for immediate assistance     
4. From the Upcoming Meetings page you can find Safety Information page: 

https://www.m3aawg.org/safety-security with further information 
5. Safety Card available at Registration Desk
If you are not in danger then call or text Executive Director or designated Board Officer (24/7)

Amy Cadagin (+1-618-741-3071) ; Email (amy@m3aawg.org)
Janet Jones (+1-206-498-0495)

Severin Walker (+1-856-496-9862)
Any violations should be reported as soon as possible!

When there is any doubt about the action that should be taken call or text someone on the back of the badge.
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Health and Wellness
General Reminders for attendees:

● Face mask to be wore at ALL times

● Wash hands frequently with soap and water for at least 20 seconds.

● If soap and water are not readily available, use an alcohol-based hand    sanitizer with at least 60% alcohol. 

M3AAWG is providing hand sanitizer near the door of each meeting room.

● Avoid touching eyes, nose, and mouth with unwashed hands.

● Avoid close contact with people who are sick.

● Stay home when sick.

● Cover a cough or sneeze with a tissue, then throw the tissue in the trash.

● Clean and disinfect frequently touched objects and surfaces using a regular household cleaning spray or wipe

● We encourage everyone to follow the guidance of the  Centers for Disease Control and Prevention (CDC) for 

everyday preventative actions to help prevent the spread of respiratory viruses.

https://urldefense.com/v3/__https:/www.cdc.gov/coronavirus/2019-ncov/index.html__;!!CQl3mcHX2A!WBIq857msz97fN1imwMIpIPBVqAIZF-YZLRK0-Js1Ne3ZhUCDOgD3NI5tgtowpXEkYur$
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Housekeeping
● Airmeet –  Access to the most up-to-date agenda and networking.

● SCHED – Airmeet link, most up-to-date agenda, technical support and staff 
contact info.

● Virtual Help Desk – Please send a direct message to a M3AAWG Staff
● In Person Help Desk - Please see Registration Desk at Salon DE Foyer
● Virtual Q&A – Submit your questions to the Speaker in the Airmeet Q&A box.  
● In Person Q&A – Submit your questions in the Airmeet Q&A box or ask live 

(please use the microphone in the main aisle so everyone can hear your 
question)

● Chat – Please keep the chat productive, check there for links and reminders.
● Available for Viewing – Presentation decks are available (if approved)
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● M3AAWG comms team will provide live posts across the org social channels during the meeting

● Members and their PR/comms teams and colleagues are welcome and encouraged to 
re-post our content

● Tag @M3AAWG, link to https://m3aawg.org

● General org hashtags: #m3aawg56 #messaging #malware #cybersecurity #onlineabuse 
#mobile

● Due to our confidentiality policies and range of permissions from members/session presenters, 
members should not create their own content or originate posts/info from sessions this 
week, nor post any info or names/orgs/titles/work product from members and attendees

● If you or your marketing/PR/comms teams want to promote, please have them contact Anne 
Price, anne@m3aawg.org

Social Media Plans & Policy

https://m3aawg.org


OVERVIEW

• PARTICIPATION - safe for introverts too:

menti.com and enter 67 29 15 3

•
•

M3AAWG Leadership on Passive DNS 

Why “Passive DNS”?

•
•
•

Things you can do with Passive DNS 

Cautionary Tales

Tips - Tricks - Resources





PIONEER: FLORIAN WEIMER



APRIL LORENZEN
2006: First presentation on FastFlux in DNS 
(invited to SF MAAWG by Joe St Sauver)

2007: Credited as Inventor of NS Reputation 
(by MAAWG Sr Technical Advisor David Dagon)



MAAWG: AT THE FOREFRONT
Florian Weimer & April Lorenzen

Introduced Passive DNS to MAAWG Members

MAAWG 2008 Heidelberg, Germany



WORLD-WIDE ADOPTION COMMENCED

•
•

Paul Vixie (BIND, CRON, RPZ)
Tireless evangelizing by April & Paul

•
•
•
•
•
•
•

Today:
Florian works at RedHat, BFK carries torch 
Joe St Sauver works at Passive DNS vendor 
David Dagon (so many Passive DNS projects) 
David Ulevitch (OpenDNS)

Spamhaus / Deteque (M3AAWG Pioneers)
NetLab360, many more

Everybody’s doin’ it …. but why?





PASSIVE DNS ENABLES:

• Tracking of botnets over time

• Clustering of malicious domain registrations

• History of IPs this domain has used

• History of domains hosted on this IP

• Statistical models for reputation



USE CASES
•

•

•

•

•

•

•

Fun (search: sunnyjuly.gq)
Collaborative Hunting 

Network Protection 

Forensic Investigations 

Footprint

Self - reputation and pen testing 

Vetting of customers and vendors



Passive (Aggressive) DNS

USE CASE:
MALICIOUS DOMAIN STUDIES



bit.ly/2022zc













GoDaddy URL Shortener Redirect

Criminal Registered Domain







bit.ly/2022zc





HANDS-ON WITH HOMOGLYPHS





Easat Radar Systems

Police / Military Uniforms
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USE CASE: FOOTPRINTING



RSAC.COM

Reliance Steel and 
Aluminum























CAUTIONARY TALES

You are the product

Who are you signalling?

What can be forged? (untrusted data)

Nation State Interests

•

•

•

•

• Corporate Interests vs Public Interest



YOU ARE THE PRODUCT

•
•

1.1.1.1, 8.8.8.8, 9.9.9.9,
101.101.101.101, 
114.114.114.114

•
•
•

Someone is recording your DNS lookups 
Who gains access?
What countries gain access to your DNS lookups?

•
•
•

For what purposes? 
Re-sold to marketers?
Correlation with other tracking mechanisms?





RESOURCES & NEXT STEPS:
IANA.org DNS Parameters

What recursive resolver am I using? http://sink.glass/

VPNs that don’t route your DNS traffic

DNS Privacy Efforts

Free passive DNS accounts to sign up for

•

•

•

•

•

• Recommended reading list

Questions? April Lorenzen april@Zetalytics.com

http://sink.glass/
mailto:april@Zetalytics.com
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April Lorenzen data@dissectcyber.com

Contact
For additional questions, please email:

training_committee-chair@mailman.m3aawg.org

mailto:data@dissectcyber.com

